NudopmannonHas namMaTKa 1Js 00y4ar0mUXCsA

C KaxIbpIM T'OJIOM MOJIOJICKHA B MHTEPHETE CTAHOBUTHCS OOJbINE, a MIKOJIHHUKH OHHU M3 CaMbIX
aKTUBHBIX TIoJIb30BaTeneil PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOXHOCTEH,
MHTEPHET HeceT U Mpo0ieMbl. DTa maMsTKa JOHKHA TTOMOYb Tebe 6e301MacHO HaXOIUTHCS B CETH.

KoMnbrorepHblie BUPYCBI

KoMnbroTepHblii BUPYC - 3TO Pa3sHOBUAHOCTb KOMIBIOTEPHBIX IIPOrpaMM, OTJIMYUTEIBLHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIOCOOHOCTh K pa3MHOKEHHIO. B 1onoiaHeHne K 3ToMy, BUPYChl MOTYT
HOBPEIUTh WM MOJHOCTbIO YHMUTOXXUTh BCE (halibl M JaHHbIE, MOJAKOHTPOJIbHBIE IOJIB30BATENI0, OT
UMEHU KOTOpOro Oblla 3alyleHa 3apaXEHHas Mporpamma, a TakKe MOBPEAUTh WUIIM JaXKe YHUYTOXUTh
OIIEPAIIMOHHYI0 CHCTEMY €O BCeMH (aiiimaMu B IesoM. B OOJIBIIMHCTBE ClydaeB paclpOCTPaHSIOTCS
BUPYCHI YEPE3 UHTEPHET.

Meroap! 3aIIUTHI OT BPEIOHOCHBIX IPOIPAMM:

1. Ucnionp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPbE3HBIN YPOBEHD 3aIUTHI OT
BPEOHOCHBIX IIPOIPaMM;

2. IlocrossHHO ycraHaBnuBail mnauTH (UKM(POBBIE 3alIaTKH, KOTOpPbIE ABTOMATHYECKU
YCTaHABIMBAIOTCA C LENbI0 JOpadOTKM NIpOrpaMMmbl) U JApyrue OOHOBIIEHUS CBOEH ONEpallOHHON
cucreMbl. CkaunBail X TOJBKO ¢ OoHIMaIbHOrO caita pazpadborunka OC. Ecinu cymiecTByeT pexum
ABTOMATHYECKOTO OOHOBIICHHSI, BKITIOUYH €r0;

3. PaGoraii Ha cBOeM KOMIIbIOTEpE IOJ IpaBaMy IOJIb30BATENs, a HE aJMUHHUCTpAaTopa. DTO He
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM MHCTANIMPOBATHCS HAa TBOEM IMEPCOHAIBHOM
KOMIIBIOTEDE;

4. Hcnonp3yil aHTUBHUPYCHbIE MPOrpPaMMHBbIE MPOAYKTHl M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKUM JOCTYN K KOMIBIOTEPY JUIsl TOCTOPOHHHUX JIULL;

6. Vcnonp3yll BHEUIHME HOCHTENM HH(OpManuH, Takue Kak ¢iemka, AMCK win dailn u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBaii KOMIbIOTEpHBIE (DailiIbl, MOTYyYEHHBbIE W3 HEHAAEKHBIX MCTOYHHMKOB. [lake Te
(aiinbl, KOTOpPbIE MPUCITAT TBOW 3HaKOMBIH. Jlydllie yTouHM y HEro, OTHpaBIsiy JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3To He BuA mepenayu NaHHBIX, HE TEXHOJIOTHS, a BCETrO JWIIb OpeHia, mMapka. Eme B
1991 rony HuIepiaHiackas KoMmaHus —3apeructpupoBana Openn "WECA", uro o0o3Hauano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoiHast TOYHOCTH .

Jlo Hamero BpeMeHH Jomuia Ipyras abopeBuaTypa, KOTopast ABIsSeTCsS TaKOW ke TeXHOJIOTHEeH. ITo
ab0peBuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTAaHAAPT BBICIINNA 3BYKOBOM TEXHUKH
Hi-Fi, 4ro B nepeBoze o3HauaeT "BhICOKAst TOUHOCTH".

Ja, OecruiaTHBII WHTEPHET-AOCTYH B Kade, OTeNIX W ad’porloprax SBISIETCS OTINIHOM
BO3MOXXHOCTBIO BbIX0J1a B MHTepHET. HO MHOTHE 3KCHepThl CUUTAIOT, 4To obmenoctynubie Wi-Fi cetu He
SIBJISIFOTCSI O€30MTaCHBIMH.

Cogertsl 10 Oe30macHOCTH paboTe B 00IIe10CTYNHbIX ceTax Wi-fi:

1. He nepenaBaii cBoro nuuHyro nHpopMaiuo depe3 odmenocrynubie Wi-Fi cern. Paboras B HuX,
KeNaTeJIbHO He BBOAMTH MAPOJH JIOCTYIIA, IOTUHBI M KaKHe-TO HOMEpa,

2. Hcmonws3yii m OOHOBISH aHTUBHPYCHBIC IIporpaMMbl M OpaHamayep. Tem camMbIM TbI
oOe3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkimoun dyaknuio "OOmuii moctynm k ¢aiigam W npuHTepam'.



Jannas (QyHKOUS 3aKphiTa MO YMOJYAHHMIO, OJHAKO HEKOTOPBIC IOJIb30BATEIM AKTUBUPYIOT €€ s
y100CTBa UCIIOIB30BaHUsI B paboTe win yueoe;

4. He ucnons3yit myonuunbsiii WI-FI ans mepenaun JIMYHBIX JaHHBIX, HalpUMep JUIS BBIXOJA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO MOYTY;

5. Nnone3yit Tonmpko 3amumieHHoe coeauHenne yepes HTTPS, a me HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkimoun ¢yakiuio "Tlonkmouenne k¥ Wi-Fi aBromarudecku". He
JIOITyCKail aBTOMAaTUYEeCKOr0 MOAKII0YeHUs ycTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConyanbHble CETH

ConuanbHble CETH AaKTUBHO BXOJAT B Hally JXU3Hb, MHOTHE JIIOAU PabdOTAIOT U KUBYT TaM
NOCTOsIHHO, a B Facebook yxe 3apeructpupoBan MUIMap]l 4€lI0BEK, YTO SIBJISIETCS OJHOM ceabMON Bcex
JKUTelel IutaHeTel. MHOTHE MOJB30BaTeNld HE MOHUMAIOT, YTO WH(pOpMalus, pa3MelleHHas HMH B
COLMAIIBHBIX CETSAX, MOXKET OBITh HalJIeHa W MCIIOJIb30BaHa KeM YroJHO, B TOM YHCJIE HE 005S3aTEeNIbHO C
OJlaruMy HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpanuyb cnucok Apy3eil. Y T1e0s B ApPY3bAX HE JOHKHO OBITh CIy4YailHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3ammmail cBOK 4YacTHYIK XU3Hb. He ykasbiBall maponu, TeiaedoHbI, aapeca, JaTy TBOETO
POXACHUS U IPYTYIO INYHYIO HHPOPMAIUIO. 37I0yMBIIUIEHHUKN MOTYT HCIIOJIb30BaTh JTake HH(POPMALIUIO
0 TOM, KaK Thl U TBOM POJUTENH ILUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiiaii CBOI penmyTaIuio - IEpKU €€ B YHCTOTE U 3a/1aBail ceOe BOMPOC: XOTEI OBl ThI, YTOOBI
Jpyrue TOJb30BaTeNId BUAEIH, YTO Thl 3arpyxaemb? Ilogymaid, mpexae 4eM 4YTo-TO OIyOJIMKOBATh,
Hamucarh U 3arpy3uTh;

4. Eciu Thl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HACIlllb, HE MCIIOJIB3YH CBOE pPEAJbHOE UMS H
JIPYTYIO JTUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObl U MPOUEE;

5. U36eraii pa3menienus ¢ororpaduii B IuTepHeTe, rae Thl N300pa’keH Ha MECTHOCTH, 110 KOTOPOH
MO’KHO OIPENIEINTh TBOE MECTOIOIOKEHUE;

6. Ilpu perucrtpauuu B COLMAIBHONW CETH HEOOXOIUMO HCIIOJIb30BaTh CIIOKHBIE IapOJIH,
cocrosiue u3 OykB v UG U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. Jnsd conuanbHOM CeTH, MOYTHl M APYIMX CAaHTOB HEOOXOJMMO HCIOJb30BATH pa3HbIE MapOJIH.
Torpaa ecnu Te€6s B3710MAIOT, TO 3JI0YMBIIUIEHHUKH MOJy4aT JOCTYH TOJBKO K OJIHOMY MECTY, a HE BO BCE

cpasy.
DJICKTPOHHBIC JCHBIH

DJEeKTPOHHBIE IEHBIM - 3TO OYE€Hb YIOOHBIN CcrIoco0 miaTexen, 0OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTSAT IMOJYIUTh OTH JICHBTH.

ONEKTPOHHBbIE JEHBIM NOSIBWINCH COBCEM HEJAaBHO M HMMEHHO M3-3a 3TOr0 BO MHOTHUX
rocyapcTBax JI0 CUX IMOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIMOHUPYIOT M O HUX YK€ NPOIMCAHO B 3aKOHE, IJIe MX Pa3JeNfioT Ha
HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHHWMHBbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi MpOBOAUTH oOmepanuu 0e3 HIASHTH(PUKAIMU TI0Jb30BaTeNs, a B HEAHOHHMMHBIX
UACHTU(DUKAINY T10JIb30BATENS SBJISETCS 0053aTEIbHOM.

Taxxe cienyer pa3nudarh dJIEKTPOHHBIE (hUaTHBIC IEHBI'H (PaBHBI TOCYIaPCTBEHHBIM BalllOTaM) U
3JICKTPOHHBIC He(pHaTHBIC ACHBIHM (HE PaBHBI TOCYIaPCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI IO O€30IaCHOM paboTe ¢ ANEKTPOHHBIMH JCHbIaMH:

1. TlpuBsoku K cueTy MOOWIBHBIN TenedoH. DTO caMblii yHOOHBIM W OBICTPBIM CITOCOO
BOCCTAaHOBUTH JOCTYN K cueTy. llpuBsizanHbIi TenedoH mMOMOXkeT, ecnu 3a0yaenib CBOW IJIATEKHBIN



MapoJib WM 3aiICIIb HA CAlUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit ogHopa3oBsie naponu. [locne nmepexona Ha yCUJICHHYIO aBTOpHU3aLUIO TeOe yxKe He
OyJieT yrpokaTh OMAaCHOCTh KPaXKH WM MepexBaTa IIaTeKHOTO MapoJis;

3. BoeiOepu cnoxsblli maposib. IlpecTynmHukam OyneT HE TPOCTO yrajaTh CIIOXKHBIA IapoOJib.
HanexxHble mapoiv - 3TO Mapoiu, KOTOPBIE COJIEPKAT HE MEHEe 8 3HAKOB U BKIIIOUYAIOT B €0l CTPOYHBIE U
IPONUCHBbIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIH
3HaK u T.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE J10BEPSCILb.

:‘)J'IeKTpOHHaH rmodyra

ONEKTpOHHAs MOYTa - 3TO TEXHOJIOTHA M IIPENOCTABIIIEMBIE €I0 YCIYTd 10 IEPECBUIKE U
MOJIYYCHUIO DJIEKTPOHHBIX COOOIICHWH, KOTOPBIE PACIPENENAIOTCS B KOMIBIOTEpHOW ceTh. OOBIYHO
JIEKTPOHHBIA IOYTOBBIM SIIMK BBIIJIAUT CIEAYIOLIMM 00pa3oM; UM IO0Jb30BaTEII(@UMs_JIOMEHA.
Taxxe kpome nepegadn IPOCTOro TEKCTa, UMEETCS BO3MOXKHOCTh NIEpeIaBaTh (ailsibl.

OcHOBHBIE COBETHI IO O€30I1aCHOM paboTe € IEKTPOHHOM MOUTOM:

1. Hamo BBIOpaTh mpaBUIIBHBIA MOYTOBBI cepBUc. B uHTEpHETE €CTb OrPOMHBIM BbIOOP
OecIUTaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO Jy4IE IOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBbIi B pelTHUHTE;

2. He yxa3pbiBalli B JMYHOM ©ouTe JMYHYIO HHpopmanuto. Hanpumep, mydmie BbIOpaTh
"My3biKasbHbIN _(panat@" unu "pokx2013" Bmecto "temal3";

3. Hcnonp3yil OBYyX3TalmHylo aBTOpU3ALMIO. DTO KOrja MOMHUMO HapoJisi HY)KHO BBOJIUThH KO,
npuchUIaeMblil o SMS;

4. Breibepu ciokHBIA Taposib. JIJIT KaKIOro MOYTOBOTO SIIUKA JODKEH OBITh CBOW HAJC)KHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTb BO3MOHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BONPOC, WCHOJB3YH ITY
BO3MO>KHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIMIMKOB. [lepBbli [Uisi YacTHOW MEpPENHCKH C aapecaraMu,
KOTOPBIM ThI JIOBEpsiClIb. DTO NEKTPOHHBIN ajjpec He HaJl0 MCII0Ib30BaTh MPU PErUCTpaluy Ha (hopyMax
1 calTax;

7. He oTkpbIBail (aiinsl u Apyrue BIOKEHHs B MUCbMaxX Ja)ke €CJIM OHU IMPULLIN OT TBOUX JIpY3eH.
Jlyuiie yTOYHM y HUX, OTIPABIISIIN JIU OHU TeOe 3T (ailiibl;

8. Ilocine okoHuaHus pabOTHI Ha MOYTOBOM CEpPBHUCE Mepes 3aKpbITHEM BKIAJKU C CaWTOM He
3a0ynp HaxaTh Ha "Beritu".

KuGepOymiuHr nin BUPTyaabHOE U3/1€BATEIHCTBO

KubepOymnuHr - mpecienoBaHue COOOMICHUSIMHU, COJIEPKAIMMH  OCKOPOJICHHsSI, arpeccHio,
3aIyTUBaHKE; XyIUTaHCTBO; COLIUATbHOE OOUKOTUPOBAHHUE C MOMOIIBIO PA3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYUTUHIOM:

1. He 6pocaiics B 60ii. JIyummmii cmoco0: mocoBeTOBaThCS Kak ce0sl BECTH U, €CIIH HET TOT0, K KOMY
MOXHO OOpaTHTHCS, TO BHAYalieé YCHOKOUTHCA. Ecinm Thl HauyHeNmb OTBEYaTh OCKOPOJCHUSIMH Ha
OCKOpOIIEHUsI, TO TOJBKO e11le O0JIbIIIe Pa30XkOKEITb KOHPIHKT;

2. Yopasnaii cBoeil kubeppernyranuei;

3. AHOHUMHOCTHh B ceTH MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHHUMHBIM
aAKKayHTOM;

4. He cTouT BeCTH XYJIHTaHCKUW 00pa3 BUPTYyaldbHOW ku3HU. MHTepHET (UKCHpyeT BCE TBOHU
JEHCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiiHe 3aTPyIHHUTEIBHO;

5. CoGmroniait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHuuyHbIi HeratuB. OIHOPA30BBIE OCKOPOHWTENBbHBIE COOOIICHHS JIY4IIe
UTHOpHpOBaTh. OOBIUHO arpeccus MPeKpaacTcs Ha Ha4allbHOM CTaIuH;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLMAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILIEHUH C ONPEICIICHHBIX apEeCcoB;

8. Eciu TeI cBumerens kuOepOyummHra. TBOM JEHCTBUS: BBICTYIUTH MPOTHB IMPECIICIOBATEIS,
MoKa3aTh €My, YTO €ro JAEWCTBUSA OICHHBAIOTCS HETaTUBHO, MOAJEPKaTh >KEPTBY, KOTOPOH HYyKHA
MICUXOJIOTHYECKAst TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MMOBEJCHUS B CETH.

MoOunbHbIi TenedoH

CoBpeMeHnHble cMapT(OHBI U TUIAHIIETHl COAEPXKAaT B cede BIOJIHE B3POCIBbIA (QYHKIMOHAN, H
Terepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAIlMOHAPHBIMU KOMITbIOTEpaMu. OHAKO, CPEJCTB 3alTUThI ISt
MOTOOHBIX YCTPOKCTB IMOKA OYeHb Majo. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOTUT HE TaK
uHTeHCHUBHO, Kak s [1K, To e camoe kacaeTcss 1 MOOMIIBHBIX TIPUITOKCHHH.

CoBpeMeHHBIE MOOWIIBHBIC Opay3ephl YK€ MPaKTHYECKU JOTHAJIM HACTOJIHBIC aHAJIOTH, OJHAKO
pacuupenre (yHKIMOHAA BIeYeT 3a CO00M OOBIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIIEHHOCTD.

Jlaneko He BCEe TMPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHUS, 3aKpBIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIBLHOTO TeneoHa:

1. Huuero He sBisieTcs MO-HAcToAlleMYy OecIUiaTHBIM. byab ocTopokeH, Benb Korjga Tebe
npeiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

2. Jymaii, npexnae yem otmnpaBuTh SMS, ¢hoTo unu Buaeo. Tel TOUHO 3HAElIb, T OHH OyAyT B
KOHEYHOM HuTOre?

3. Heo0xoaumo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapThOHa;

4. Vcrionb3yli aHTUBUPYCHBIC TIPOTPAMMBI JIJIsl MOOMITBHBIX TEIe()OHOB;

5. He 3arpyxail mnpuiaoXeHHS OT HEHU3BECTHOIO HCTOYHHKA, BEOb OHH MOTYT COJEpKaTh
BpPEJOHOCHOE MPOrPaMMHOE 00ECTICUCHHUE;

6. [Tocne Toro kak ThI BBIMJCIIb C caifTa, I/ie BBOAMI JIMYHYIO WH(GOpPMAIINIO, 32l B HACTPONKHU
Opay3epa u ynanu cookies;

7. llepuoanuecku mpoBepsii Kakue TUIaTHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEpE;

8. JlaBail cBoil HOMEp MOOMJIBHOTO TeleQOHa TOJBKO JIOJSAM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth momxkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE ToJb3yemibcs. He 3a0wiBail mHOTIA
MPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpPacOYHbIE, 3aXBaTHIBAIOLINE pa3BICUCHHS, OOBEAMHSIOLINE
COTHH THICSY YEJIOBEK 10 BceMy MUpy. rpoku HUCCIeayoT JaHHBIH UM MHp, OOIIAI0TCS APYT € APYTOM,
BBITOJIHSAIOT 3aJlaHMs, CPaKalOTCS C MOHCTpPAMH M MOJYYalOT ONBIT. 32 YAOBOJBCTBHE OHH IUIATAT:
MOKYTAIOT JUCK, OTUIAYMBAIOT a00OHEMEHT MJIM MPHOOPETAIOT KaKUe-TO OIIIHH.

Bce 3t cpencTBa mayT Ha MOAJEp)KaHME M pa3BUTHE WMIPbI, a TAaKKe Ha caMmy O€30MacHOCTH:
COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPH3AIMH, BBIMTYCKAIOTCS HOBBIE MaT4yd (IUQPPOBBIC 3aIUIATKU IS
IPOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX WTpax CTOWT OMacaThCsi HE CTOJIBKO CBOMX COTMEPHUKOB, CKOJBKO KPaKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJIBITMHCTBA UTP.

OCHOBHBIE COBETHI IT0 OE30MaCHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecnu apyroii urpok BefeT ceOs IUIOXO WM CO3JaeT Tebe HEeMpUSATHOCTH, 3a0JOKHpYH ero B
CIIMCKE UTPOKOB;

2. Tloxamyiicss aAMHUHUCTpaTopaM HWIPhl Ha IUIOXO€ IOBEIEHUE 3TOTO HUIPOKA, >KEIATeIbHO
HPUIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BU/IE CKPHUHOB,;

3. He ykaspiBaii TnuHyt0 HHPOpMALUIO B Ipodaiine urpsl;



4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,

6. Mcnonp3yil ClI0KHbIE U pa3HbIe AapOJIH;

7. Jaxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYAaTh aHTUBHUpYC. [loka Thl WUrpaemib, TBOMl KOMIIbIOTEP
MOTYT 33apa3HTh.

dumuAT WIn Kpaxa JUYHBIX JaHHBIX

OObIYHOM Kpakell JeHer M JAOKYMEHTOB CErOJHA Y€ HUKOTO HE YAMBHIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJICHHUKA TMEePEMECTUIIUCh B HHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
"1I0OUMBIM" IETTOM.

Tak mosiBUIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs 1I€Jh KOTOPOTO
COCTOUT B TIOJYYEeHUH KOH(HUICHIMAIBHBIX JaHHBIX II0Jb30BaTeNel - JIOTMHOB M mapojei. Ha
aHrnuicKoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - peiOHas noBis, password - Maposb).

OcHOBHBIE COBETHI 10 60pHOE ¢ HUITMHTOM:

1. Cneau 3a cBOoMM akkayHTOM. Eciu Thl mojmo3peBaelib, YTO TBOSI aHKETa Obla B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOLIUTH aAMUHUCTPATOPAM pecypca 00 ITOM KaKk MOXKHO CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CaThI, B TOM YKCIIe, HHTEPHET-Mara3uHOB U TOMCKOBBIX CUCTEM;

3. Hcnonb3yil cinokHble W pa3Hble Mmapoyid. Takum oOpa3oMm, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnm TeOsi B3IIOMand, TO HEOOXOAMMO MPEAYNPEIUTbh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBieHbl y TeOS B APY3bAX, O TOM, YTO TeOsl B3JIOMald M, BO3MOXHO, OT TBOETO HMMEHU OyneT
pacchuIaThCs CIIaM U CCHUIKH Ha (PUIIUHTOBBIE CANTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbIBail (aiiibl u Apyrue BIOKEHHs B MHCbMaX JIake €CJIM OHU MPUIIUIA OT TBOMX JpYy3eil.
Jlydie yToYHH y HUX, OTHPABJISUIN JIK OHU TeOe 3TH (paiiibl.

[Mudposast penyranus

[Mudposast penyraums - 3TO HEraTWBHas WJIM [O3UTHBHas HHQOpMAIMs B ceTH O Tebe.
Komnpomerupyromas nHpopmanus pa3MelieHHas B HHTEpPHETE MOXKET CEPbe3HbIM 00pa3oM OTPa3UThCS
Ha TBOoeW peanmbHOW xu3HH. "lludpoBas penmyranms" - 3TO TBOM MMHIK, KOTOPBIH (OpMHUpYETCs W3
uHpOopMaLnu 0 TeOe B UHTEPHETE.

TBoe MecTo XHUTENbCTBa, y4eObl, TBO€ (PUHAHCOBOE TOJOXKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorue moApOCTKH JIETKOMBICIEHHO OTHOCITCA K MYOJUKAlMM JIMYHOW HHPOpMAUK B
WHTepHere, HE MOHMMAas BO3MOXKHBIX IMOCIEACTBHM. Thl Jake HE CMOXKEIIb AOrajfaTbCsi O TOM, UTO
dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pa3menienue TBoux Qotorpaduil u apyrue AeWCTBUS MOTYT HE MCUE3HYTh Jaxe
nocjie TOro, Kak Thl UX yJIaiuilib. Tbl HE 3HAElIb, KTO COXpPaHWJ 3Ty MH(OpMaIHIO, IoNana JM OHA B
MIOMCKOBBIE CHCTEMBI M COXPAaHWIACh JIM OHA, a TJaBHOE: YTO MOAYMAlOT O Tebe OKpyKarollee JIOAH,
KOTOpBIE HaMAyT M yBUAAT 3T0. HaliTi nHpopmMaiiiio MHOTO JIET CITYCTsI CMOXKET JH000H - KaKk U3 100phIX
noOyX/IeHUi, TaK ¥ ¢ HAMEPEHHUEM NPUUYUHUTH Bpel. ITO MOXKET OBITh KTO YTO/IHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBON pemyTauu:

1. ITogymaii, mpexae 4eMm 4To-To MyOJIMKOBAThH M NepenaBaTh y ce0s B O0re WM B COLUAIBHON
CeTH;

2. B mnactpoiikax mnpoduiis YCTaHOBH OrpaHHMYEHHUs Ha MIPOCMOTP TBOETrO0 MNPOQHIS U €ro
COAEP)KUMOTO, CIeal €ro TOJbKO "I apy3en”;

3. He pa3memaii u He ykaspiBail WH(pOpPMAIMIO, KOTOpas MOXET KOro-mubo OCKOpOIATh WU



o0nxarb.
ABTOpCKOE IIPaBO

CoBpeMeHHbIE NIKOJIBHUKH - aKTUBHBIE TOJIb30BaTeNN U(poBOro npoctpancrsa. OHAKO JaJIEKO
HE BCE 3HAIOT, YTO I10JIb30BAHHE MHOTUMH BO3MOYKHOCTSIMH LIU(PPOBOr0 MUpa TpeOyeT COOI0eHHs IpaB
Ha MHTEIJICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH "MHTEIEKTyalbHass COOCTBEHHOCTb' OTHOCUTCS K Pa3IMYHbIM TBOPEHUSAM YEJIOBEYECKOIO
yMa, HauWHas C HOBBIX M300peTeHuil 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusiMu, KHHOQHIbMaMU U My3bIKQJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAyKH,
JUTEpaTyppl U HUCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KAaueCTBE TapaHTHMM TOIO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAeT HampacHbIM, JacT €My CIIpaBeIJIHBbIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3yJIbTaTax CBOEro TPy/a, MOJIyUYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
paspeuieHruss aBTOpa HE MOXKET BOCHPOHM3BOIUTH €ro MPOM3BEACHUE, PACHpPOCTPAHSATH, ITYOIHMYHO
JI€MOHCTPUPOBaTh, MpOJaBaTh, MMIIOPTUPOBATh, IyCKaTb B MPOKaT, MyOJIMYHO HCHOJIHATS,
NOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniats B lHTepHeTE.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOIO 00ecreueHUs] MOXKET MPUBECTH K MHOI'MM PUCKaM:
OT MOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKHM TBOETO YCTPOMCTBA, IJl€ YCTaHOBJIEHA
HenerajgbHas mporpamma. He crout Tarxke 3a0bIBaTh, UTO CYLIECTBYIOT JierajbHble U OecIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAUTH B CETH.

O noprane
CereBU4OK.p( - TBOM IJIaBHBIM COBETUYHK B CETU. 3/1ECh Thl MOXKEIIb Y3HATh O 0€30IIaCHOCTH B CETU

HOHSATHBIM M JTIOCTYITHBIM $13bIKOM, & MIPY BOSHUKHOBEHUH KPUTUYECKON CUTYyallud OOpPaTUTHCS 32 COBETOM.
A TakXe NPUHATH yYyacTHE B KOHKYPCaxX M CTaTh CaMbIM LH(POBBIM I'pax1aHUHOM!



