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JlenapTaMeHT TOCyJapCTBEHHOH TOJUTUKU B cdepe obmero obpa3oBaHUsA
MwunobOpuayku Poccum HampapiisieT A1 CBeZleHHs paspaboTaHHble BpemeHHOM

KOMUcCCcHen Cosera Qenepanuu o Pa3BUTHIO “HGOPMAIIMOHHOTO
ob1ecTBa MeTOANYECKHE DPEKOMEHJAIUNU O pas3MelleHnu Ha WHGOPMAIIMOHHBIX
CTeHJaX, OQUIIMATbLHBIX WHTEPHET-caluTax | rux WHGOPMAIIMOHHBIX pecypcax

O6LLI,€O6[23.30B3T€JIBHBIX O[)I‘aHI/I3aH,I/Iﬁ U OpPraHOB, OCYIIECTBJIAIOMIWX VIIDABJIEHHUE B
cq)e[ze 06[28.30BaHI/IH, HHS])O[!M&H,I/II/I 0 6e3oIacHOM INOBEJCHHNHN W HMCIIOJIb3OBAHHWH CETHU

'MuTepHet".

Hupekrop [Jemapramenra
A.E.IleTrpos
IIpuinoxenue

IMpunoxenne. MeToanuyecKkre peKOMEHIaIl[K O pa3MellleHH Ha HHPOPMAITHOHHBIX
cTeHzax, oQUIHATbHBIX HHTEPHET-CAWTaX U APYTUX HHOOPMAIIMOHHBIX pecypcax
00111e00pa30BaTeIbHBIX OPTaHU3AIMI 1 OPTaHOB, OCYIIECTBJISIONINX YIIPABJIEHNE B
cdepe obpazoBanus, HHGOPMAIUK 0 6€30ITaCHOM IMOBEAEHUH U UCIIOJIb30BAHUH CETH
"UutepHet"

JKkcrepraMu U wieHamMu Bpemennoii komwuccuu Copera dDefepamuy [0 Pa3BUTHIO
MHOOPMAIIHOHHOrO 00IeCTBAa B paMKaX BBIITOJHEHUS PEKOMEH/IAIUE MapIaMeHTCKUX
CAyHIaHUH "AKTyaJbHbIE BOIPOCHI obeciieueHHsI 0e30IacHOCTH W Pa3BUTHA JETel B
MHOOPMAIIHOHHOM MpocTpaHcTBe", KoTophie mpouutd B Coere deiepanyii 17 ampesst
2017 T., ObUIM pa3paboTaHbl METOAUYECKHE PEKOMEHJAIMM O pa3MelleHHH Ha
MHQOPMAIIMOHHBIX  CTeHAAaX, OQHUIHAJBHBIX  HHTEpPHET-calTax ©W  JAPYrux
MHOPMAIIHOHHBIX pecypcax o001eo0pa3oBaTeIbHBIX OpPraHU3aliii M OpraHoB,
OCYIIECTBJISIONINX yIIpaBiaeHHe B cdepe obpaszoBanusa, uHpoOpManuu o 0e30I1acHOM
IIOBEJEHUU M  HCIOJb30BaHUU ceTu "VHTepHeT" (masiee -  MeTOJMYECKUE
PEKOMEH/IAIINH).

Meronnueckie peKOMEHJAIMY HANpaBjeHbl Ha KayeCTBEHHOE IOBBIIIEHHE YPOBHSI
WH(POPMAIMOHHOM /IeSITEIPHOCTH 00Ie00pa30BaTeIbHbIX OpraHU3alMid U OPTaHOB,
OCYIIECTBJISIIOIINX yIpaBjieHHe B cdepe oOpa3oBaHUs, B 4YaCTU WHGOOPMUPOBAHUSI
yUJaIuxcs, UX pojiuTesel (3aKOHHBIX MIPEJICTABUTENIEN) U IIeJJarOTUYECKUX PAOOTHUKOB
00 OCHOBHBIX acIleKTax HHPOPMAIMOHHON 6€30ITacHOCTH.

MeToiuecke peKOMeEHJAlU II03BOJIAT 0011e00pa3oBaTeIbHbIM OpPraHU3aUAM U
OopraHaM, OCYIIeCTBJIAIIINM yIpaBjeHue B chepe 06pa3oBaHus, aKTyaTU3UPOBATH yKe
HCIIOJIb3yeMble U pa3MellleHHble MHMOPMAIlMOHHbIe MaTepUaJbl, TAK U HOJATOTOBUTH UX
B CJIy4yae UX OTCYTCTBHUSA C yUeTOM JIyUIINX IPAKTUK U PeKOMeH/Ialuii.

B pamkax MmeToiuecKuX peKOMeHallii pacCMaTPUBAIOTCA CJIeIyIOIe UHCTPYMEHTHI:
1. ”HQOPMAIMOHHbBIE CTEH/bI;

2. odunnagbHble HHTEPHET-PECYPCHI;
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3. cpezictBa MaccoBoU MHGOpManuu (IIIKOJIbHBIE Ta3€eThl, IelarOTHUecKie U3/IaHusA U
Apyrue).

NHdopMaLMOHHbIE CTEHbI

Ha wundopmanmoHHBIX cTeHZax B  00Ie0Opa30BaTeNbHBIX  OPTAaHU3AIUAX,
PACIIOIOKEHHBIX B (oiie yUpekIeHn U B KaOMHeTaX, OCHAIIEHHBIX ITePCOHAIBHBIMU
yCTpOWCTBaMH /i1 BBIXOAA B ceTh 'VIHTepHET', PEKOMEH/AyeTCS pa3MeCTUTh
“HDOpMAIIMOHHbIE TAMATKH, COJiep:Kalllieé OCHOBHBIE COBETHI II0 0ObeclieueHuro
MHPOPMAIIMOHHOU 6€30TIaCHOCTH YUaIINXCS.

B IIPpUJIOKEHN N N9 1 k¥ MeToIYECKUM PEKOMEHAalluAM IIPpEACTABJICH O6p&3€l_[ IIaMATKHU
JJIA pa3MENIEHNA Ha I/IH(bOpMaI_II/IOHHI)IX CTeHaax.

CpenctBa maccoBou nHgpopmaumm

B cpencrBax wMaccoBodl uWHGOpPMAIMM, OPHUEHTHPOBAHHBIX HA OO0YyJaroIIuxcs,
PEKOMEH/IyeTCs B TeUeHHe yueOHOTO Tofia PeryJyIsIpHO IyOJIUKOBaTh HHPOPMAIUOHHBIE
MaTePHAaJIbI, TIOCBSIIEHHBIE OTAEIBHBIM aclieKTaM WHOPMAIMOHHON 0e301macHOCTH, a
TaKKe Pa3INYHbIE MAMATKHU O0IIero XxapakTepa.

B cpeacrBax wmaccoBodl uHMOpPMAIMK, OPHUEHTHUPOBAHHBIX Ha II€JIaTOTHUYECKYIO
00IlleCTBEHHOCTh, PEKOMEHJYeTCSI B TedeHHe KaJIeHJaPHOTO Toja PEeryJsapHO
myOJITMKOBaTh WH(POPMAIMOHHBIE MaTEPUAJIbl, ITOCBAIIEHHBIE OT/AEIbHBIM acIeKTam
MHDOPMAIIMOHHOU Oe30IMmacHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
001eo0pa3oBaTeIbHBIX OpPraHU3allMi, a Tak)Ke pas/JIMdHble IaMATKH, 0030pbI
HOPMATHUBHO-IIPABOBOTO  PETYJIMPOBAaHUsA JIaHHOH cdepbl W wHPOPMAIUIO O
aKTyaJIbHBIX MEPOTIIPUATHUIX U COOBITUSAX B JAHHOU cdepe.

B xome mnposenenuss EpguHoro ypoka 1o Oe3omacHocTh B ceTH "VIHTepHeET'
peKOMeH/IyeTcsI O0OECIeYUuTh BBIIMYCK TEMAaTUUYECKOTO BBIMTyCKa CPEJCTBA MaCCOBOM
nHboOpMAaIuu Ju60 cepuu MmyOIUKaAINi, CPEAN KOTOPBIX PACCMOTPETh OPTaHU30BaHHbIE
MEepOIPUATUS 1A O0yJaloIIUXCcs, WX poAuTesaed (3aKOHHBIX IIpeCTaBUTENENH) U
Ie/[aTOTUYECKOU 0OIIeCTBEHHOCTH.

OduumanbHble MHTEpHET-pecypchl

OO611e00pa30oBaTeIbHBIM OPTaHU3ANMNAM PEKOMEHYETCS Ha CBOUX OQUIIUAIHHBIX
HHrepHeT-pecypcax  obecriedyuTh  (GYHKIMOHUDOBAaHUE  CAaMOCTOSITEJIBHOTO U
CIenuaJu3upPOBaHHOTO paszzaena HMHdpopManuoHHass 0e30macHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETh pa3MellleHHe CIIeYIoIIel nHGOPMAaIIIH:

®dopmar
N Paznen/nonpasnen NIpENCTaBIICHUS ConepxaHue MaTepuaaoB
MaTepraioB

JlokanbHbIC Pa3memarorcst Konuu JOKYMEHTOB, T.€.
HOPMAaTHUBHBIE AaKThl B CKaHUPOBAHHBIM BAPHUAHT JOKYMEHTA,
1 chepe  obecneuenus | Komuu O0KyMeHTOB B | COOTBETCTBYIOIIMH — TpeOOBaHMAM K
" | nadopmarmonnoi dopmare *PDF rnmapamMeTpam CKaHUPOBAaHUSL.
0€301acHOCTH Pasmematorcs JOKYMEHTHI,
oOyyaromuxcs pErJIaMEHTUPYIOIIE OPraHUu3alHulo |
paboTy C MepCOHANBLHBIMH JaHHBIMHU,
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TUTaHBI MEPOTIPUSATHIA N0 00ECTIEYCHHUIO
UH(POPMALIMOHHOM 0e30macHOCTH
00yyJaronmxcs 1 Apyrue.

[1yOnuKyrOTCSl aKTyaabHbIE CBEICHUS O
dbenepanbHbIX u PETHOHAIIBHBIX
3aKOHaX, MUCbMax OpPraHOB BJACTU H

apyrue HOPMAaTUBHO-TIPAaBOBbBIE
JIOKYMEHTHI, periaamMeHTHpYoLIne
Hopmarusnoe Konun noxymeHtoB B | obecrieueHue UH()OPMAITUOHHON
peryiaupoBaHue ¢dopmare *PDF 0€30MacHOCTH  HECOBEPIIEHHOJIETHHX.
Homnyckaercs BMECTO KOTIHA
pa3mMenaTh TUIEPCCHUIKU Ha
COOTBETCTBYIOILIME  JOKYMEHTHl  Ha
calTax OpraHoB TIOCYJapCTBEHHOH
BJIACTH.
Pa3smemarorcs METOIUYECKUE
Texkct Ha cTpaHHIEe | PEKOMEHAANNN u yKa3bIBaeTCs
i uH(popManus 0 MEPOIPUSITUSIX
Ilenarormuecknm canta (opman porip ’
MPOEKTax u nporpammax,
paboTHUKaM K
oK NOKYMCHTOB B | HampaBJICHHBIX Ha MOBBIIIIEHHUE
dopmare *PDF UH(OPMATMOHHON IPaMOTHOCTH
NEe1arOrMYecKiX pabOTHUKOB.
Pasmemaercs uHpopmarmoHHas
namstka (mpwioxkenue Ne 2) wm
Ka3bIBACTCS uH(popManus 0
Texct Ha crTpaHuue Y bopman
OObyyaromumes caiita MEPOIPUATHSIX, IIPOEKTax u
IIPOrpaMMax, HaIpaBJICHHBIX  HA
IIOBBILICHHE UH()OPMALTMOHHON
IPaMOTHOCTH 00Y4YaIOIIMXCS.
Popurensm (3akoHHBIM
Texct Ha crpanuue | Pasmemaercs UHPOPMALIMOHHAS
IIPEJCTABUTEIISAM) .
caiita namsTka (npuioxkenne Ne 3).
oOyuaronuxcs
Pa3memaercs uHpop™Marus 0
PEKOMEHAYEMBIX K HCIIOJIB30BAHHUIO B
Herckue Oe3omacHble | Teker Ha  cTpaHuLe
. . yuyeOHOM npouecce 6e30MacHbIX
CalThI caiita

caiiTax, OaHHEpHI 0€30TMaCHBIX JETCKUX
CaulTOB.

OpraHam, OCYIIECTBJISIOIINM YIIpaBieHUe B cepe oOpa3oBaHUs, PEKOMEHJIyeTcs Ha

cBoux odunuambHbIXx  VHTEpHET-pecypcax  obecneyuTh  (QYHKIMOHUPOBAHUE
CaMOCTOATEJIBHOTO W CHEIUAIM3UPOBAHHOTO  paszzienia  "MHpopmammoHHas
6e30macHOCTh', B paMKaXx KOTOPOTO IIPelyCMOTPETh pa3MellleHne CJeayolen
nHpoOpManuu:

IIpunoxenne NO 1
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[Tpunoxenue 1. [TamaTka g1 obyvaomuxcs 06 nHGOPMAITMOHHON 6€301MacHOCTH
zeTeit
HEJ/Ib341

1. Bcem moaps coo0IaTh CBOO YacTHy0 nHopmanuoo (Hactosiue uMs, GaMuinio,
tesieOH, aZipec, HOMeP IIKOJIbI, a TaKKe poTorpaduu CBOHU, CBOEH ceMbH U Apy3ei);

2. OTKpBIBATh BJIOKEHHBIe (Al 3JEKTPOHHOM IIOUTHI, KOI/lAa He 3Haellb
OTIIpABUTEJIS;

3. ['pyOuTsh, IpuAUpATHCA, OKA3hIBAThH JAaBJIEHUE - BECTU €051 HEBEKIIUBO U aTPECCUBHO;

4. He pacmopsokaticsi neHbraMu TBOeU ceMbu 0e3 paspelieHHs CTapIIuX - BCETZa
CIIpaIIuBall pOANTEJIEN;

5. He BcTpeuaiica ¢ VHTepHET-3HAKOMBIMHU B PEaJIbHOU KU3HU - IIOCOBETYHCH CO
B3POCJIBIM, KOTOPOMY /10BEPS€Elllb.

OCTOPOXKHO

1. He Bce nmumyt npaszay. Yuraems o cebe Henpasay B MIHTepHeTe - coobiu 06 3TOM
CBOUM POJUTEJISIM HJTU OTIEKYHAM;

2. [IpuriamarT nepenuchlBaThCA, UTPATh, 0OMEHUBATHCS - IIPOBEPH, HET JIU I1OJIBOXA;
3. HezakonHoe konrmpoBaHue ¢aiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerma pacckasbiBail B3pOCJIBIM O TpobJieMax B CETH - OHH BCET/Ia IIOMOTYT;

5. HCHOJII)SYIZ HaCTpOfIKPI 0€e30MacHOCTH U IIPUBATHOCTH, 4TOOBI HE IIOTEPATH CBOH
AKKAYHTHBI B COLCETAX U JPYTUX IIOPTaJIaX.

MOYKHO

1. YBakall Ipyrux I0JIb30BaTese;

2. [Tonp3yernibess THTEPHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETO;
3. OTKpBIBal TOJIBLKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0ImAThCsA 32 TOMOIIBIO B3POCJIBIM - POJIUTENH, OITEKYHBI U a/IMUHHUCTPAIIUA CAalTOB
BCer/ia IIOMOTYT;

5. Ilpoiimu oOyuenue Ha caiite "CeTeBHYOK" H TMOJYYM TMACHOPT IH(GPOBOTO
rpakgaHuHal

IIpunoxenue NO 2

[Tpunoxenue 2. MapopManmoHHasA MAMATKA 1J1s1 00YYAOIIUXCA /IS pa3MeIeHrs Ha
obHUITMATHHBIX HHTEPHET-PECYPCAX

C xaXabIM T'OZIOM MOJIOJIE’KM B MHTEpHEeTe CTAHOBUTCA OO0JIbllle, a ITKOJIbHUKU OJHU U3
caMbIX aKTUBHBIX ITOJIb30Baresiell Pynera. Mexay TeM, HIOMUMO OTPOMHOTO KOJIMU€eCTBA
BO3MOJKHOCTeH, MHTEpHET HeceT M IpobsieMbl. JdTa MaMATKA JOJPKHA HOMOYb Tebe
6e30I1aCHO HAXOJIUTHCS B CETHU.

KoMmnbrorepHble BUPYyChI



KoMmplOTepHBI  BHUpPYC - 5TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMUUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJISAETCA CIIOCOOHOCTh K pa3MHOKeHUI0. B
JTOTIOJTHEHUE K 3TOMY, BHUPYCHI MOTYT IHOBPEIHUTH WJIN IOJHOCTHIO YHHYTOXKUTH BCE
daiiysibl M JaHHBIE, TOJKOHTPOJIBHBIE IIOJIb30BATEN0, OT HUMEHU KOTOPOro ObLIa
3allyllleHa 3apakeHHas MporpaMMa, a TaKKe IOBPEAUTh WU JaKe YHUUYTOXKHUTH
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiiylaMu B I[eJIoM. B OOJIBIIMHCTBE CIIyyaeB
PAaCIPOCTPAHSIOTCSA BUPYCHI YePE3 UHTEPHET.

MeTo/1b1 3alIUTHI OT BPEIOHOCHBIX ITPOTPAMM:

1. Mcnosp3yli coBpeMeHHbIE OlepaliOHHbIE CUCTEMBI, UMEIOIINe CEPhe3HbIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX TPOTPAMM;

2. ITocTossHHO ycTaHaBauBai mauTu (HUQPOBBIE 3aIUIaTKH, KOTOPbIE aBTOMATHYECKU
YCTAHABJIMBAIOTCA C IEJIbI0 JIOPAOOTKH IIPOTPAMMBbI) U JPYTHE OOHOBJIEHHUS CBOEU
omeparnuoHHON cucTteMbl. CKaunBall X TOJBKO ¢ OHUIHAIHLHOTO caliTa pa3paboTunKa
OC. Ecsm cy1iecTByeT peKUM aBTOMATHUeCKOr0 OOHOBJIEHMU I, BKJIIOUH €T0;

3. Paboraii Ha cBoOEM KOMIIBIOTEPE 11O ITpaBaMU I10JIb30BaTEJIA, a HE a/IMUHUCTPATOPA.
ITO HE IO3BOJIUT 6OJII)IIII/IHCTBy BPEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA Ha TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Ucnionib3yii aHTUBUPYCHBIE IPOTrPaMMHbIE ITPOAYKTHI H3BECTHBIX IIPOU3BOIUTENIEH, C
aBTOMaTHUYeCKUM OOHOBJIEHHEM 0a3;

5. OrpaHnub PU3NUECKUN JOCTYI K KOMITBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. crosip3yii BHEINTHHE HOCUTENN WH(POPMAIUH, TaKhe Kak (Iemka, JUCcK uin (aia
13 UHTEPHETA, TOJIbKO U3 IMPOBEPEHHBIX HCTOYHUKOB,

7. He oTKpbIBalli KOMIbIOTEpHBIE (GaMIbl, MOJyYeHHbIE U3 HEHANEKHBIX NCTOUHHUKOB.
JTaske Te (paiiibl, KOTOPhIE MPHUC/IAI TBOM 3HAKOMBIH. JIydlile yTOUHU y HETO, OTIIPABJISI
JIU OH Tebe ux.

Cetu WI-FI

Wi-Fi - 370 He BUJ Ilepefavul JTaHHBIX, HE TEXHOJIOTHUs, a BCEro JIMIIb OpeH/, MapKa.
Eme B 1991 rojy HujepsaHjckas KoMnaHus 3aperucrpuposana 6penz "WECA", uato
obozHauano cioBocoueranue Wireless Fidelity", koTopslii mepeBoauTcAa Kak
"GecrrpoBOIHASI TOUHOCTH '

Jlo Hamrero BpeMeHHU JolIa Apyras ab0peBuaTypa, KOTOpas sBJISIETCA TaKOU Ke

TexHosoruei. Ato abbpepuarypa "Wi-Fi". Takoe HazBaHue ObLIO /JAaHO ¢ HAMEKOM Ha

CTaHZIAPT BbICIIEN 3BYyKOBOW TexHuku Hi-Fi, uTo B mepeBojsie o3HadaeT "BbICOKasi
"

TOYHOCTD".

Jla, OGecIuiaTHBIM MHTEPHET-AOCTYI B Kade, OTelsAX U a3pONOPTax ABJIAETCA OTINYHON
BO3MOKHOCTBIO BBIXO/Ia B UHTepHeT. HO MHOrme 3KCHEPThI CYUTAIOT, YTO
obmenocrymnabie Wi-Fi ceTu He ABIAIOTCSA 0€30IMaCHBIMU.

CoBeTbl 10 6€30ITaCHOCTU pabOTHI B 00IIEAOCTYITHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoio yimuHyio mHGoOpManuio uyepe3 obmenoctynHble Wi-Fi ceru.
Paboras B HUX, KeJIaTeJIbHO He BBOUTH NAPOJIU JOCTYTA, JIOTUHBI U KaKHe-TO HOMePa;



2. Mcnosip3yit 1 OOHOBJIAN aHTUBUPYCHBIE IIpOrpaMMbl U Opanamayep. Tem cambIM ThbI
obesomnacuIib cebs OT 3aKaYKH BUPYCca Ha TBOE YCTPOKCTBO;

3. IIpu wucnonp3zoBanun Wi-Fi otkimoun ¢ynkiuio "OOmuit moctyn k daitjlaMm u
npuHTepaMm'. JlaHHas QYHKOUA 3aKpbITa IO YMOJYAHHUIO, OJHAKO HEKOTOpbIE
II0JIb30BATEIN aKTUBUPYIOT €€ JJIs yI00CTBA UCIIOIb30BaHUSA B paboTe WiIn yuebe;

4. He ucrionpayi myosmunbii WI-FI 1a mepemaun JIMYHBIX JAHHBIX, HAIIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbBIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Ucnonb3yl Toapko 3amuiieHHoe coequHenne yepe3 HTTPS, a ue HTTP, t.e. ipu
Habope BeO-azpeca BBoau MMeHHO "https://";

6. B wmobOwipHOM TenedoHe otkiaoun ¢yaknuio [logkaouenue k- Wi-Fi
aBTomMatnuecku'. He JIomyckail aBTOMAaTHYeCKOrO MOAKIIOUEHUsS] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

ConuajibHbBIE CeTH

COIII/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HAIlly *KM3Hb, MHOTHE JIIOAU pa60Ta10T U XXUBYT
TaM IIOCTOAHHO, a B Facebook YXKe 3aperuCTpupoBaH MUJJIMapA 4€JIOBEK, UTO ABJIAECTCA
OI[HOIL/'I CeﬂbMOﬁ BCEX JKHMTeJIeH IJIaHeThl. MHOrHe I0JIb30BaTeId He IIOHUMAarT, 4TO
I/IH(bOpMaIII/IH, pasMeE€lmieHHad HMMHKH B COIOUAJIbHBIX CETAX, MOZKET OBITH HafIHEHa u
HCIIOJIb30BaHA KEM YyIrOJHO, B TOM YHCJI€ HE 00s13aTeIbHO ¢ OJIaruMH HaMEpEHUuAMU.

OCHOBHBIE COBETHI 110 OE30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CIHUCOK Jpy3ed. Y TeOsA B APY3bsAX HE JOJDKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIIOJIEN;

2. 3amuiai CBOI YaCTHYIO KU3Hb. He ykaswiBail maposu, TesedOHBI, ajpeca, JaTy
TBOEr0 pOXKJEHHUs W JIPYTyI0 JIMYHYI0 HHQPOpMANU. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlaske WH(OPMAIIUID O TOM, KaK Thl U TBOU POAUTENU IUIAHUDPYETE
IIPOBECTU KAHUKYJIbI;

3. 3anuirai CBOK PEIyTaIUIo - IEPIKU €€ B UHCTOTE U 33/laBail cebe BOIIPOC: XOTeJT Obl
TBI, YTOOBI JPyTHE M0JIH30BATEN BUEJIH, UTO ThI 3arpyKaemb? [Tlogymai, mpex/ie uem
YTO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecsim THI TOBOPUIIB C JIIOIBMU, KOTOPBIX He 3HAEIllb, He MCIIOJIb3yH CBOe peayibHOe
UM ¥ IPYTYIO JIUYHYI0 UHOPMAIUU: UMS, MECTO KUTEJIbCTBA, MECTO yueObI U IIPOUEE;

5. 36eraii pazmemenus ¢otorpaduii B IHTEpHETE, T/1e ThI N300pa’kKeH HA MECTHOCTH,
10 KOTOPOH MOKHO OIIPEJIEJIUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B cOIUAIbHOU ceTU HEOOXOAMMO UCIIOIb30BaTh CI0KHbIE ITaPOJIH,
cocrosmye u3 OyKB U udp U ¢ KOJTUIECTBOM 3HAKOB HE MeHee 8;

7. 714 conuasbHOM ceTH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
naposu. Torga ecsu TeOsI B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJIYyYaT JAOCTYI TOJIBKO K
OJIHOMY MecTy, a He BO Bce cpaay.

AJIEeKTPOHHBbIE IEHbI'!

OJIeKTPOHHBIE JIEHBI'H - 3TO OYE€Hb y/IOOHBIU cIoco0 IUIaTexked, OJHAKO CYIIECTBYIOT
MOIIIEHHUKU, KOTOPbIE XOTAT MOJIyYUThb 3T JIEHbI'H.



JJIEKTPOHHbBIE JIEHbI'M MOSBUJINCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax J0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (YHKIIMOHHUPYIOT U O HHX YK€ IIPOIIMCAHO B 3aKOHe, IJle UX
Pas/iesIAI0T Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHUMHbIE. Pa3zHUIla B TOM, UTO
AaHOHHMMHBIE - 9TO Te, B KOTOPBIX paspeliaercs IIPOBOAUTH omepanuu 06e3
HUJIeHTUUKAIUN T10JIb30BaTeNsA, 2 B HEAHOHUMHBIX HJIeHTU(GHKAIUA I10JIb30BaTEIs
ABJIAETCS 00A3aTeIbHOM.

Tak:ke cienyeT pa3anyarh 3J€KTPOHHBIE (UATHBIE JeHbI'W (PaBHBI TOCY/IAPCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(pUATHBIE IEHbI'U (He PaBHBI TOCY/IaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI O Oe30MacHON PaboTe ¢ JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBsku K cueTy MOOMJIBHBIN TesiedOoH. DTO camMblil yAOOHBIN U OBICTPHIA CIIOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesleOH MOMOKET, €CIU 3a0yAeITb CBOU
IIaTEXHBIW apOJIb UJIU 3ai/ielllb Ha CAaWUT C HE3HAKOMOTO YCTPOUCTBA;

2. HMcnoss3y#t ofiHOpa3oBbie maposu. [locie mepexoma Ha YCHUJIEHHYI) aBTOPU3AIIUIO
Tebe yke He Oy/IeT yrpoKaTh OTIAaCHOCTh KPAXKHU MJIH IepexBaTa IJIaTesKHOTO TapoJis;

3. BeiOepu cioxkHBIM Mmaposb. IIpecTymHHKaM OyzeT He IMPOCTO yrafaTh CJIOXKHBIN
napoJsib. HajieskHple maposu - 3TO MapoJjid, KOTOPhIE cofiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0sA CTPOYHbIE W MHPOIUCHBIE OYKBBI, IIUMPPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JIoJutapa, GyHTa, BOCKJIMIATETbHBIA 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOZIM CBOU JIMYHBIE TaHHBIE HA CAUTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIEeKTPOHHAA MOYTa

JJIEKTPOHHASA MOYTa - 3TO TEXHOJIOTUS U MPEA0CTABIIsIEMbIE €10 YCIYTH I10 TTePEChIIIKE U
MTOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUH, KOTOpPbhIe pacCHpeAessaioTC B KOMIIBIOTEPHOU
cetd. OOBIYHO BJIEKTPOHHBIN IIOYTOBBIA SIIUK BBIIVIAUT CJIEAYIONUM 00pa3oM:
HUMsI_II0JIb30BaTeIIsI@UMs_JIoMeHa. Tak:ke KpoMe Iepe/ladul MPOCTOTO TEKCTA, MMeeTCsI
BO3MO>KHOCTH IlepeiaBaTh (Gaiibl.

OCHOBHBI€E COBETHI 110 OE30MMaCHOY PaboTe ¢ JIEKTPOHHOU ITOYTOMU:

1. Hapo BBIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIA BHIOOD
OecIUIaTHBIX MMOYTOBBIX CEPBHUCOB, OJTHAKO JIYYIIE JOBEPATH TE€M, KOTO 3HAEIIb U KTO
IIEPBbIN B PEUTHHTE;

2. He yka3pIBail B JIMUHOU TOUTE JIMUHYIO WHGOpMaIluw. Hanpumep, jiydiiie BpIOpATh
"My3bIKaJIbHBIN_(paHaT@" win "pok2013" BMecTO "Tema1s";

3. Mcnosib3y#l ABYX3TAMTHYI0 aBTOPHU3AIUI0. DTO KOTZ[a IOMHMO MapOJIsi HY?KHO BBOJIUTH
KO/JI, IpuchlIaeMbId 1o SMS;

4. Bpibepu cyIOKHBIN maposib. JIJIs KaskIoro ITOYTOBOTO SIIUKA JOJKEH OBITh CBOM
HaJIe>KHBIN, YCTOMYUBBIU K B3JIOMY IIapOJIib;

5. Ectu ecTh BO3MOXXHOCTHh HAaIMCaTh CaMOMY CBOUM JIMIHBIM BOIIPOC, HUCIIOJIB3YH 3TY
BO3MO’KHOCTb;



6. Vcmonb3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. [lepBbIi AJI1 YaCTHON MEPENUCKU C
azpecaTamu, KOTOPBIM ThI JOBEPSENTh. ITO SJIEKTPOHHBIN aJipec He HAZ[0 MUCII0JIb30BaTh
IIpU peructpanuu Ha ¢opyMmax U cauTax;

7. He oTKpbIBail (pailyibl U ApyTHUe BJIOKEHHsS B MHUChMaX, Ja’Ke €CJIM OHU IPHUIILIA OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (DarIbl;

8. Ilocsie oxoHuaHMsA pabOTHI Ha IMIOYTOBOM CepBHCE IE€pe]] 3aKPBITUEM BKJIAJKU C
caiitoMm He 3a0y/1b HOXKaTh HA "BeriiTu".

Ku6epOy/L/IMHT WU BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/uIMHT - TpeciefoBaHUE COOOIIEHUSIMU, COAEPKAIUMH OCKOpOJIEHUS,
arpeccuo, 3alyTWBaHHeE; XyJIMTAHCTBO; COIMAIIbHOE OOMKOTHPOBAHUE C IOMOIIBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 OOpBOE ¢ KNOEPOYJUTMHTOM:

1. He Gpocaiica B 6oii. Jlyumuii ciocob: IOcOBeTOBaThCs Kak cebsi BECTU U, €CJTH HET
TOT'0, K KOMY MOKHO 00pPaTUTHCSA, TO BHAUaJIe YCIIOKOUThCs. Eciiu Thl HAaUHEIIh OTBEYaTh
0CKOpOJIEHUSAMU Ha OCKOPOJIEHUS, TO TOJIBKO elle O0JIbIIe PA30KIKEITb KOH(IIUKT;

2. YpasJisil cBoel KubepperyTaiuen;

3. AHOHUMHOCTh B Ce€TH MHUMaAas. CYIIIGCTBYIOT CIIOCOOBI BbIACHUTDb, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaJIbHOM KU3HU. IHTEpHET (PUKCHPYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZeT KpaiiHe 3aTPy/IHUTEIHHO;

5. Cobutt071a#1 CBOXO BUPTYaJIbHYIO UECTh CMOJIOAY;

6. UrHopupyil emuHUUYHBIA HeraTuB. OJIHOpA30Bble OCKOPOUTEIbHBIE COOOIEHHUS
JIydIiie iTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HaYaJIbHON CTa[hu;

7. ban arpeccopa. B IIporpamMmmax oOMeHa MTHOBEHHBIMU COO6III€HI/IHMI/I, B COIIMAJIbHBIX
CEeTAX €CTb BO3MO>KHOCTbD 6J'IOKI/IpOBKI/I OTIIpaBKHU COO6III€HHﬁ C OIIpEAEC/TIEHHBIX aZIPECOB;

8. Ecau Tl cBuzerenp kubOepOysuinHra. TBOM JIeMCTBHUSA: BBICTYIIUTH IIPOTHUB
Ipecjie/ioBaTessd, IIOKa3aTb €My, 4YTO ero JeWCTBHUSA OlleHUBAIOTCA HeraTUBHO,
MIO/IJIEP2KAThH KEPTBY, KOTOPOH HYKHA IICUXO0JIOTUYECKAs TTOMOIIb, COOOIIUTH B3POCIBIM
0 ¢haKTe arpecCUBHOIO IIOBEJIEHU B CETU.

Moo6wibHBIN Tes1edOoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl cofAep:KaT B cebe BIOJHE B3POCJIBIHI
pyHKIIMOHAJ, W Temepb OHU MOIYT KOHKYpPUPOBaTh CO CTAallMOHAPHBIMU
KoMIbloTepamMu. OJIHAKO, CPECTB 3ALIUTHI JJIA MO/I0OHBIX YCTPONCTB ITOKA OUEeHb MaJIo.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcs 1 MOOMJIbHBIX ITPHUJIOKEHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl VyiKe MPAKTUYECKH JOTHAJIM HACTOJIBHBIE
aHAJIOTH, OJTHAKO paciiupenne QyHKITMOHAIA BaeveT 32 COO0U OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aITUIIEHHOCTD.



Jlayieko He BCe IMIPOM3BOIUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIHE KPUTHIECKUE
YS3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

Hwuuero He sBJIsIeTCA ITO-HACTOAIEMY OecIIaTHBIM. Byab ocTOpoXKeH, Befb Koria Tebe
IpeajiaraloT OecryIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Hdywmaii, npexje dyem orupaBuTb SMS, ¢oro unu Buzeo. Tl TOYHO 3Haellb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heob6xoamMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIJIsI MOOUJTBHBIX Te€JIE()OHOB,;

He 3arpy>1<aﬁ IIPHUJIOXKEHHA OT HEHM3BECTHOI'O MCTOYHHKA, B€b OHH MOTYT COAECPXKATH
Bp€AOHOCHOE IIpOorpaMMHO€e 06ecnequI/Ie;

ITocsie TOro Kak ThI BBIHJIEINIb C CaliTa, I7ie BBOJAWJ JIMYHYI0 HHGOPMAIHMIO, 3al 1 B
HacCTpOUKHU Opaysepa u yaaau cookies;

Hepuo/:mquKH HpOBeprI, KaKHe€ IJIaTHbIE€ YCJIIYT'H aKTUBHUPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOM HOMEP MOOMJIBHOTO TesiepOHA TOTBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
Jl0Bepsielllb;

Bluetooth josxeH ObITH BHIKJIIOUEH, KOT/Ia ThI M He MoJIb3yelbesi. He 3a0bIBail MHOT/IA
IIPOBEPSTH 3TO.

Online urps1

COBpeMeHHbIe OHHaﬁH-Hprl - O9TO KpacCoOdHbl€, 3aXBaTbIBAIOIIKE€ pa3BJIC€4Y€HHA,
O6’be]_II/IHHIOI_I_[I/Ie COTHH TbICAY YEJIOBEK II0 BCEMY MUDY. I/II‘pOI(I/I HCCIIEAYIOT I[aHHbeI UM
MMUp, O6IIIaIOTCH ApPpyTr C APYI'OM, BBIIIOJIHAIOT 3adaHHA, CpaXXarloTCd ¢ MOHCTpaMH H
IIOJIy4aroT OIIBbIT. 3a YAOBOJIBCTBHE OHH IIJIATAT: IIOKYIIAIOT [JUCK, OIIIA4HBAIOT
abOHEMEHT UJIN ano6peTa10T KaKHue-TO OIIIHUH.

Bce aTu cpezcrBa uIAyT HaA IOJJlep:KaHUE U pa3BUTHE UIPHl, a TakKe HaA caMmy
6e301acHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AILNY, BBIITYCKAIOTCA HOBbIE ATYU
(mudpoBeIe 3aIUIATKY 71 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B moso6HBIX Urpax CTOUT OMACATHCSA HE CTOJIBKO CBOUWIX CONEPHUKOB, CKOJIBKO KPaXKU
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHCTEMA aBTOPU3AIUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MMaCHOCTH TBOETO HUI'POBOTr'O aKKAyHTa:

1. Eciu ipyroit urpok BezieT cebs II0X0 WK CO34aeT Tebe HeMPUATHOCTH, 3a0JIOKUPYH
ero B CIIICKe UTPOKOB;

2. [Moxkasmyiics agMUHUCTPATOpaM Wrpbl HA IUJIOXO€ IIOBEJEHUE 5TOT0 UTPOKa,
JKeJIaTeJIbHO IMIPUJIOKUTH KaKHe-TO J0Ka3aTeIbCTBA B BUle CKPUHOB;

3. He yxa3piBaii inuHy1o uHGOpMAIMio B mpodaiise urpsi;

4. YBaxkail IpyTux y4acTHUKOB II0 UTPE;



5. He ycranaBimBai HeouIiraabHble TATIYU U MOJIBI;
6. Vlcrionb3yli c10°KHbIE U PA3HBIE IAPOJIH;

7. Jlaxke BO BpeMs WUTPHI HE CTOUT OTKJIIOYATh aHTHUBHUPYC. Iloka ThI Urpaemib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

PUuIMHT WIN Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpasked JeHer U JOKYMEHTOB CErofHs y»Ke HHUKOrO He VAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBIILUIEHHUKH II€PEMECTHJINCh B UHTEPHET, U
IIPOJIOJKAIOT 3aHUMATHCA " JTIOOMMBIM'' JTEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WU (QUIIIMHT, TJIaBHAA I€JTb
KOTOPOTO COCTOUT B TOJIyYeHHU KOHQUAESHIIUAIBHBIX JAaHHBIX II0JIb30BATENIEH -
JIOTMHOB ¥ mapoJiei. Ha anrmuiickom si3bike phishing unraercs kak ¢ummmnr (ot fishing
- piOHas J10BJIs1, password - I1apoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOUM AaKKAyHTOM. Ecimm ThI moao3peBacillib, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOﬂI/IMO 3a6JIOKI/IpOBaTb ee u COO6IIII/ITI) AIMUHUCTPpATOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Hcmonp3yhh Oe3omacHble BeO-CalThI, B TOM 4HCJIE, HHTEPHET-Mara3uHOB W
MMOMCKOBBIX CHCTEM;

3. Mcnonp3yii ciiokHbIe U pa3Hble mapoyu. TakuM oOpa3om, ecyiu TeOs B3JIOMAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJIH, TO H606XOZ[I/IMO IpeaynpeauTsb BCEX CBOUX SHAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOsA B APYy3bAX, O TOM, 4YTO TeOsI B3JI0MAaJIN 1, BO3BMOXHO, OT TBOEro
HMEHU 6YZ[6T PacCblyIaThCA CIIaM U CCbIVIKHU Ha (1)I/IIIII/IHI‘OBI>I€ CafITbI;

5. YcraHoBU HajieskHbIN n1aposib (PIN) Ha MOOMIBHBIN TetedOH;
6. OTKJIIOUH coOXpaHeHHe IapoJis B Opaysepe;

7. He oTkpbIBall (paiiyibl U JIpyrue BIIOKEHUS B MHCHMAX, aXKe €CJIM OHU MPUILIA OT
TBOUX ZIpy3el. JIydlille yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 5TH pantIbl.

MudposBasa penyranusa

[Mudposas permyTrarus - 5T0 HETATUBHAS WJIN IMO3UTHBHAS MWHMOpPMAIUs B CeTH O Tebe.
Kommnpomerupyromas uHbopMaIus, pa3MelleHHAass B UHTEPHETE, MOXKET CEPhE3HbIM
00pa3oM OTPa3UThCSA HA TBOEH peanbHOU ku3HU. "ludpoBas pemyranus” - 3TO TBOU
UMUK, KOTOPBIN hopMmupyercs u3 nHGopMarnuu o Tebe B UHTEPHETE.

TBoe MecTO IKUTENbCTBA, ydeObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorre NOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAIINY JITYHOU HHOPMAIUH B
HNuTepHeTe, HEe MOHUMASA BO3MOXKHBIX IMOCIeACTBUN. ThI 1ake HE CMOMKEIIb JJOTaJaThCs
0 ToM, uTO (poTorpadusi, pa3MeIlleHHas 5 JIET Ha3aJl, cTajla IPUYUHON OTKa3a MIPUHSITH
Tebs Ha paboTy.



KomMmeHnTapuu, pasmellieHue TBoux ¢otorpaduil u Apyrue JeUCTBUS MOTYT He
HCUE3HYTh JlasKe II0CJIe TOTO, KaK Thl UX yJlaIulllb. Thl HE 3HAEINIb, KTO COXPAHUJI 3TY
nHdopManuoo, nomajga JU OHA B IIOMCKOBBIE CHCTEMBI M COXPAHWJIACH JIM OHA, a
IJIaBHOE: YTO IOJAYyMaloT O Tebe OKpYy»Kalollue JIIOAN, KOTOpble HaWIyT U YBUAAT 3TO.
Hatitu mHbOpMAaInio MHOTO JIET CIIyCTA CMOKET JII000H - Kak U3 I00pBIX OOy KAEHUH,
TaK ¥ C HaMepeHHeM IPUUNHUTH Bpel. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBOYN penyTaluu:

1. [Togymaii, mpexxkzie 4eM UTO-TO ITyOJITMKOBAaTh U IepejlaBaTh y ceds B OJiore WiIu B
COITMAJILHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBU OTPAHUYEHHUS HA IPOCMOTP TBOETO TPOPUIISA U €T0
COJIEP>KUMOTO, C/IeJIal €0 TOJIBKO "I Apy3eit’”;

3. He pazmeraii u He ykaspiBail HH(POPMAIHIO, KOTOPasi MOXKET KOT0-JTN00 OCKOPOJISITh
WJIA OOM2KAaTh.

ABTOpCKOE IpaBo

COBpeMeHHI)Ie IMKOJIbHUKHN - AKTHUBHBIE€ II0JIb30BaTE/IN III/I(I)pOBOI‘O IIPOCTPAHCTBA.
OI[HaKO AAJIEKO HE BCE€ 3HAIOT, UYTO IIOJIb30OBAaHHME€ MHOTHMH BO3MOXXHOCTAMHA III/I(I)pOBOFO
MHpa Tpe6yeT CO6JIIOH€HI/IH IIpaB Ha MHTEJIJIEKTYAJIbHYIO CcOOCTBEHHOCTb.

TepMmuH "UHTEJUIEKTyaJIbHasA COOCTBEHHOCTh' OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAuWMHAsd C HOBBIX HM300pPETEHWH U B3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIyTU, U 3aKaHYWBasA KHUTaMH, (otorpadpusamu,
KUHODUIbMaMU U My3bIKaJIbHBIMH IPOU3BEIEHUAMHU.

ABTOpCKHE TTpaBa - 3TO IpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTD Ha IIPOU3BEEHHUS
HayKH, JINTEPATYPbl U UCKYyCCTBa. ABTOPCKHE ITpaBa BBICTYIAIOT B KauyecTBe TapaHTHU
TOTO, YTO UHTEJLIEKTYIbHBI/ TBOPUECKHUH TPy aBTOpa He Oy/AeT HallpACHBIM, IaCT eMY
CIIpaBe/l/IUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPYyAa, IOJIYUHUTH
HM3BECTHOCTH U Npu3HaHue. HUKTO 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BO/IUTb
€ro IpOU3BEeJIeHHe, PAaCIpPOCTPAHATh, IYOJUYHO JEeMOHCTPHPOBATh, IIPOJABaTh,
MMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJTUYHO HCIIOJIHATH, ITOKA3bIBATH/UCIIOJHATh B
a¢dupe win pazmemaTs B VIHTEpHETE.

Hcnosib3oBanue "mMUpaTckoro" IMpOrpaMMHOTO oOeclieueHUs] MOKET IPUBECTH K
MHOTMM PHCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOETO
YCTPOWCTBA, I7le YCTaHOBJIEHA HeJlerayibHas mporpaMmMa. He cTOUT Takke 3a6bIBaTh, YTO
CYILIECTBYIOT JIeTaJIbHBIE U OeCIUIaTHbIE IIPOTPAMMBI, KOTOPbIE MOKHO HAHUTHU B CETH.

O nmopraine

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37eCh Tl MOXKeIIb Y3HAaThb O
6e30MacHOCTH B CETH IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IPH BO3HUKHOBEHUU
KPUTUUECKON CUTyalUd OOpaTUThCSA 3a COBETOM. A Takke IPUHATh ydacTue B
KOHKYPCax U CTaTh CaMbIM ITU(POBBIM IPAKJAHUHOM !

IIpunoxenue N2 3

[Tpunoxenue 3. [lamarka 71 pogutesneir 06 nHGOPMaAMOHHON 6€3011aCHOCTH AeTel
Omnpenenenme TepMuHAa 'WHOPMAIMOHHASA OE30MACHOCTh JETEU  COJIEPIKUTCS
B ®enepanibHoM 3akoHe NO 436-03 "O 3ammuTe gereit oT nHGOPMAINK, TPUIUHAIONIEN
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Bp€/l UX 3/I0POBBI0 U PA3BUTHUIO", PETYJIMPYIOIINM OTHOIIEHUS, CBA3aHHBIE C 3AIIUTOMN
lereli OT WHGOpPMAIUH, MPUYUHAIOIIEA BpeI HX 3/I0POBBI0 U (WIM) Pa3BUTHUIO.
CorsytacHO JaHHOMY 3aKOHY 'HH(MOpMAIMOHHAA 0€30MaCHOCTh JIETEU - BTO COCTOSTHUE
BAIUINEHHOCTH, TPHU KOTOPOM OTCYTCTBYET PHUCK, CBSA3aHHBIA C IPUYMHEHUEM
nHbopManuei Bpezia ux 3J0POBbI0 U (1in) GU3UIECKOMY, ICUXUIECKOMY, TyXOBHOMY,
HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa N2 436-®3 nndbopmanuei, TPUYUHSAONEN Bpes
37I0POBBIO U (MJIN) Pa3BUTHIO JI€TEH, IBJISETCS:

1. mHOpMAaIHs, 3aIpelleHHas /I pacIpOCTPAaHEHUs CPEY JE€TEMH;

2. uHpopManus, pacpocTpaHeHHe KOTOPOU OTPaHUYEHO Cpeu JeTel onpeseseHHbIX
BO3PaCTHBIX KaTETOPUU.

3. K uadopmanuu, 3anpenieHHOMN JJj18 pacIpoCTpaHeHUs CPeAU AeTel, OTHOCUTC:

4. nHpopManus, Mody:KAawIiias JeTell K COBEPIIEHUIO JAEUCTBUH, MPECTABIISIONINX
yIpO3y WX JKU3HU U (MJIH) 3/I0pPOBBIO, B T.U. MPUYHUHEHUIO BPEJA CBOEMY 3/10POBBIO,
caMOyOUICTBY;

5. CIIOCOOHOCTH BBI3BAThH y JleTE€U >KeJlaHWE YMOTPeOUTh HApKOTHYECKHE CPEJCTBA,
IICUXOTPOIHbIe ¥ (WJIHM) OAypPMAaHUBAIOIIME BeEIIeCTBa, TabauHble W3AEHs,
QJIKOTOJIBPHYIO U CIIMPTOCOAEPKAIIYI0 IIPOYKIIUIO, TUBO U HAITUTKU, U3TOTABJIMBAEMbIE
Ha €ro OCHOBe; INPHUHATHh y4acTUE B a3apTHBIX HUIPaX, 3aHUMATbCA IPOCTUTYLHEN,
OpOASKHUYECTBOM HJIU IONPOIIAHUYECTBOM;

6. OOOCHOBBHIBAIOIIAsl WJIM OIPaBAbIBAIONIAA JOIYCTUMOCTh Hacwiausad u (wim)
JKECTOKOCTH JIMOO IIOOY»KJarolas OCYIIEeCTBJIATh HACHJIbCTBEHHBIE JEHCTBUSA IO
OTHOIIIEHUIO K JIIO/AM U KUBOTHBIM;

7. OTPUIAIOIIAA CEMEHHbIE IIEHHOCTH U (DOPMUPYIOIasi HEYyBaXKEHNE K POAUTEAM H
(1m) APYTUM 4IeHaM CeMbH;

8. ompaB/ipIBaOIIAS TPOTHUBOIIPABHOE TTOBE/IEHUE;
9. cozieprKanias HereH3ypHyIo OpaHb;
10. coepkarias nHGOPMAIHI0 TOPHOrpadUUeCKOro Xapakrepa.

K nndopmaruu, pacupocTpaHeHre KOTOPOU OTPAaHUYEHO CPENH JETEN OMpeeIeHHOTO
BO3PacCTa, OTHOCUTCA:

1. mHpOpMaIHsA, IPEJCTaBIsAeMasl B BUIe U300pasKEHUsI WJIN OIUCAHUS JKECTOKOCTH,
¢dusmyeckoro u (WIM) TICUXWUYECKOTO HACWJIHs, NPECTYIUIEHUS WIA HHOTO
aHTHUOOIIECTBEHHOTO IeHCTBUA;

2. BBI3BIBAIOIAA y JIeTell CTpaX, y»Kac WM IMAaHUKY, B T.4. IpeJicTaBjseMas B BUE
n300pakeHUs WU OIMCAHUA B YHIJKAWOIIEH 4YesoBeuecKoe JIOCTOUMHCTBO ¢dopMme
HEHACWIHCTBEHHOHN CMEPTH, 3200JIeBaHMsA, CAMOYOUICTBA, HECUACTHOT'O CJIy4dasi, aBApUH
WU KaTtacTpodbl U (MJIHU) UX ITOCIIE/ICTBUH;

3. pejicTaBysieMasi B BUJle U300paKeHUsT WJIU OMUCAHUS MOJIOBBIX OTHOIIIEHUN MEXKIY
MY?KYHMHOU U KEHITUHOM;

4. copep:kaliiias OpaHHBIE CJIOBA U BBIPAXKEHU S, HE OTHOCAIIMECS K HelleH3ypHOU OpaHu.


https://mini.1obraz.ru/#/document/99/902254151/
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C yuetroMm aToro Bam mpeparaiorcs mpaBusia paboThl B ceTu VIHTEpHET 1S Pa3ITUIHBIX
BO3DACTHBIX  KaTEeTOpHUH, cobutIozIeH1e KOTOPBIX MMO3BOJIUT obecreunThb
nH(POPMaAIMOHHYI0 6€30ITaCHOCTD BaIIIHX JIETEH.

OO01ue MpaBwJIa IJIs poAUTEIen

1. HesaBucumo oT Bo3pacTta pebeHKa WCIOJB3YUTE MIPOTPAMMHOE oObecredeHue,
nomoramiiee QQUIBTPOBAaTh U KOHTPOJMPOBATh HWHGOpPMAIIUI0, HO He IIoJlaralTech
IIOJTHOCTHIO HA Hero. Balre BHUMaHMe K peOeHKY - TJIaBHBIH METOJ] 3aIlIUTHI.

2. Ecyu Baim pebeHOK MeeT akKayHT Ha OJHOM U3 COIUaIbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMAaTeJbHO HU3yUUTE, KAKyl0 WHOOPMAIUIO
IIOMEINIAIOT €r0 YYAaCTHUKU B CBOMX Npodwisx u Osorax, Braodas dororpadpuu u
BU/IEO.

3. IIpoBepwTe, ¢ KaKUMU APYTUMH CalTaMH CBsS3aH COIIMAJIbHBIN cepBUC Barero
pebenka. CrpaHuuku Barero pebeHka MOryT OBITH 0Oe30MacHBIMHA, HO MOTYT U
COJZIEP?KATh CCHUIKUA HA HeXKeJaTeJIbHbIE U ONacCHbIE CAaNThI (HallpuMep, MOPHOCAUT, UJTH
CalT, HAa KOTOPOM JpPYyT YIIOMHUHAeT HOMEP COTOBOro TejiedpoHa Barrero pebeHka wiu
Bamr gomarntauii aapec).

4. TloompsiiTe Bamux gereit coobmaTh 000 BCeM CTPAaHHOM WJIXA OTTAJIKUBAIOIIEM U He
CJIMIIIKOM OCTPO pearupyuTe, KOT/la OHU 3TO JIeJaioT (M3-3a OmaceHusl MOTEPATH JOCTYII
kK VHTepHeTy JieTH He TOBOPAT POAUTENSAM O IpobjeMax, a TakKKe MOTYT HadaTb
HCI0JIb30BaTh VIHTepHET BHE IOMA U IIIKOJIBI).

5. Bynpre B Kypce ceTeBol ku3Hu Bamero pebenka. IHTepecyiiTech, KTO UX JAPY3bs B
W HTEpHET TaK jKe, KaK UHTEPEeCyeTeCh PeaIbHBIMU JPY3bsIMHU.

Bospacr ot 7 1o 8 et

B MnuTepHeTe pebeHOK cTapaercs IMOCETUTh Te WJIM MHbIE CANTHI, 8 BO3MOXKHO U YaThl,
paspellieHre Ha MOCelleHne KOTOPBIX OH He MOoJay4dywsa Obl oT poxauteneil. Ilostomy
pOUTENAM OCOOEHHO TIOJIe3HBI OyAyT Te OT4YeThbl, KOTOpble IIPEIOCTABIIAIOTCS
IIporpaMMaMi II0 OTpaHUYEHUIO HCIIOJIb30BaHUA VHTepHera, T.e. Popurenbckuit
KOHTPOJIb WJIM TO, UTO BBl CMOKETe YBU/IETh BO BpeMeHHBIX (¢ailnax. B pesysnbrare, y
pebeHka He Oy/eT OIIYIIEHUs, YTO 32 HUM BeJIeTCA MOCTOSHHBIA KOHTPOJIb, OJHAKO,
poauTenn OyAyT MO-TPEXXHEMY 3HATh, KaKUe CAWTHI IoceljaeT ux pebeHok. [letu B
JJAaHHOM BoO3pacTe O0OJIa/IAI0T CHJIBHBIM YYBCTBOM CEMbU, OHU JIOBEPUYUBHI U He
COMHEBAIOTCA B aBTOpUTeTaX. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IIYyTENIECTBOBATH 110
VHTEepHeTYy, HCHOJIb3Yysd SJIEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CalThl W YaThl, He
pPeKOMeH/I0OBaHHbBIE POJUTEISAMU.

CogeTbl 110 6€30TIaCHOCTH B ceTU MIHTEPHeET 11 AeTel 7-8 jeT

1. CozpaiiTe cIMCOK IOMAITHUX MpaBuUJi IocelleHus VIHTepHeTa IpU y4yacTUU JieTed U
TpeOylTe ero BHIIIOJTHEHUA.

2. Tpebyiite oT Bamero pebGeHka coOJIO/leHHSI BPEMEHHBIX HODM HAXOXKIEHUS 32
koMmnbioTepoM. [Tokaxkure pebeHKy, yTo Bl HabIOIaeTe 32 HUM He MOTOMY YTO Bam
3TO X04eTcs, a IOToMy 4TO BbI OecriokouTtech 0 ero 6e301aCHOCTU U Bcer/ia TOTOBBI €My
IIOMOYb.

3. Komnbiorep ¢ noakioueHueM K VIHTepHETY JIOJI?KeH HaXOAUThCSA B O0Iel KOMHaTe
IO/, IPUCMOTPOM POJIUTENEN.



4. I/ICHOJIBBYIL;ITG CliequaJIbHbIE€ J€TCKHE IIOMCKOBbIEC MAIIINHEI.

5. cnosp3yliTe cpesicTBa 0JI0KUPOBAHUA HeXKeJIaTeJIbHOTO KOHTEHTA KaK /I0NOJIHEHUE
K CTaH/apTHOMY Po/UTeIhCKOMY KOHTPOJIIO.

6. CosnaiiTe ceMeHHBIN SJIEKTPOHHBIN SIUK, YTOOBI HE IIO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. Blokupy#Te JOCTYIl K caliTaM C OeCIIaTHBIMHU ITOYTOBBIMHU SAITUKAMH C ITOMOIIIBIO
COOTBETCTBYIOIIETO IIPOTrPAMMHOT0 0becIeueHusI.

8. Ilpuyuure pereii coBeTOBaThcA ¢ Bamm mepes OmyOJIMKOBaHUEM KaKOM-IHO0
vHOpMaU CpPeACTBAMU 3JIEKTPOHHOU IOUTHI, YAaTOB, PETHUCTPAIIOHHBIX (HOPM U
npodue.

9. Hayuurte Jnereii He 3arpy:kaTh ¢aiijipl, IPOTrpaMMbl HJIN My3bIKy 0e3 Baliero
COTJIacHA.

10. He paspemaiiTe JeTsAM HCIIOJIH30BATh CJIy>KObI MTHOBEHHOTO OOMeHAa COOOIIEHUAMU.

11. B "GespIit" crimcok caToB, pa3pelieHHbIX JJIs IOCEIeH!s, BHOCUTE TOJIBKO CAUTHI C
XOpOIIIeN pernyTaluen.

12. He 3abbIBatiTe OecezioBaTh C JIEThbMU 00 UX JIpYy3bsX B IHTepHETE, KaK ecyiu Obl peub
IIJ1a O JIPY3bSIX B PEAIbHOM KU3HU.

13. He zenatiTe "TaOy" u3 BOIPOCOB MOJIOBOH JKU3HU, TaK Kak B FIHTepHeTe AeTH MOTYT
JIETKO HATKHYTHCA Ha HOPHOTPadUI0 WJIU CAUTHI "7J1s1 B3DOCJIBIX .

14. Ilpuyuure Bamiero pebeHka cooOmaTh BaM O JOOBIX Yrpo3ax WJIH TPeBOTaXx,
cBA3aHHBIX ¢ VIHTEepHEeTOM. OCcTaBalTeCh CIIOKOMHBIMU M HAIIOMHUTE JIETSIM, YTO OHU B
0e30MmacHOCTH, €CJIM CaMH paccKa3ajii BaM O CBOUX TpeBorax. [loxBajimTe WX H
ITIOCOBETYMUTE MOJOUTH ellle Pa3 B MOA00HBIX CIyYasiX.

Boapacr aereii oT 9 10 12 JIeT

B nanHOM BO3pacTe /ieTH, Kak NPaBUJIO, Y>Ke HACJ/IBIIIAaHbl O TOM, Kakasd uH@opmanusa
cyuiecteyer B VHTepHeTe. COBepllIeHHO HOPM&JIbHO, YTO OHU XOTAT 3TO YBUJETb,
IIpOYecThb, YCAbImAaTh. 1IpUu 3TOM Hy:XHO IOMHUTB, YTO JOCTYIl K HeXeJaTeJIbHbIM
MarepuajgaM MOXHO JIETKO 3a0JIOKMPOBaTh IPHU IOMOINU CPeACTB PoauTesnbckoro
KOHTPOJIA.

CoBeTnI 10 0€30IaCHOCTH JIJIsI eTEU OT 9 JI0 12 JIeT

1. Co3zaliTe CIMCOK JOMAIIHUX MPaBUJI mocellleHus VIHTepHET MpU ydyacTUU JeTel u
TpeOylTe ero BHIIIOJTHEHUA.

2. TpebyiiTe oT Bamrero pebenka cobIr0eHUsI HOPM HAXO0XK/IEHUA 32 KOMITBIOTEPOM.

3. HaGmopatite 3a pebeHKOM Ipu paboTe 32 KOMIBIOTEPOM, MOKAKUTE €My, UYTO BeI
GecriokouTech 0 ero 6€30IaCHOCTH U BCET/Ia TOTOBBI OKA3aTh €My IIOMOIITb.

4. KommnbioTep ¢ nogkiatoueHueM B VIHTepHeT JI0KeH HaxXOAUTBhCA B 00IIel KOMHaTe
IO/, IPUCMOTPOM POJIUTENEN.



5. Hcnosp3yiiTe cpesicTBa 0JI0KUPOBAHUA HeXKeJIaTeJbHOTO KOHTEHTA KaK /J0TOJIHeHUe
K CTaH/JAapTHOMY Po/IUTeIhCKOMY KOHTPOJIIO.

6. He 3abpiBaiiTe NpPUHUMATH HENOCPEACTBEHHOE ydYacTHe B JKU3HU pebeHKa,
GecesioBaTh C eTbMU 00 UX APY3bsax B VIHTepHeTe.

7. HactauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTVIAIIIAJINCH HA JIMUYHBIE BCTPEYH C APY3bsIMU
1o MurepHery.

8. Ilo3BossiiiTe NIETAM 3aXOJUTh TOJHLKO HAa CAaWTHI U3 "0OEJIOr0" CIIMCKA, KOTOPBIN
co3/jalTe BMECTe ¢ HUMHU.

9. Ilpuyuute perelli HUKOI/Ia HEe BBIZIABATh JIMUHYIO WH(POpPMAIUIO Cpe/ICTBAaMU
BJIEKTPOHHOU TIOYTHI, YaTOB, CHCTEM MI'HOBEHHOTO oOOMeHa COOOIIEeHUs MU,
perucTpanyoHHbIX (HOpPM, JUUYHBIX OpOUIel U HNPU PErucTparui Ha KOHKYPCHI B
HNHurepHere.

10. [IpuyunTe neteil He 3arpy»kath mporpamMmbl 0e3 Barero paspemienus. O0bsacHUTE
MM, 4YTO OHU MOTYT CJy4YalHO B3arpy3uTh BUPYChl WM JIpyroe HeKeJaTeJIbHOe
IIporpaMMHOe obecIieueHue.

11. Cosparite Bamemy pebeHKY OrpaHUUYEHHYI0 YYETHYIO 3aluch i paboThl Ha
KOMIIBIOTEPE.

12. IIpuyuurte Bamero pebeHka cooOmaTh BaM O JIIOOBIX Yrpo3axX WJIM TPEBOTAX,
cBA3aHHBIX ¢ MlHTepHEeTOM. HamoMHUTE [ETAM, YTO OHH B 0€30IAaCHOCTHU, €CJIM CAMU
pacckKasai BaM O CBOMX TPEBOTAaX M OMACEHUSIX.

13. Pacckakure geTsam o nopHorpadun B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI A€TH TIIPpEAOCTaBJIATIM BaM JOCTYII K cBOeM
BHGKTPOHHOﬁ Imoyre, 4TOOBI BBI }76€Z[I/I.TII/ICI), YTO OHH HE O6H.IaIOTCH C HEe3HaKOMIaMH.

15. OObBsACHUTE [IeTAM, UYTO HeJb3s UCIOJb30BaTh CETh JJIA XYJIUTAaHCTBA,
pacrpocTpaHeHUs CIJIETEH UJIU YTPO3.

Boapacr aereii ot 13 10 17 JIeT

B 3TOM BO3pacre MOAPOCTKU AKTUBHO HCIOJIB3YIOT IMOWCKOBBIE MAIIIMHBI, MOJIb3YIOTCS
3JIEKTPOHHOU IIOYTOH, CJIy’KOaMH MTHOBEHHOTO OOMeHa COOOIIEHHAMHU, CKAUHBAIOT
My3bIKy U GuibMbl. MasbumkaM B 3TOM Bo3pacTe OoJibllle IO HPaBy CMeTaTh Bce
OTpaHUYEHUsI, OHH JKAKAYT IPyOOro I0MOpa, a3apTHBIX UT'P, KAPTHHOK 77151 B3POCJIBIX .
JIeBOUKM TpENNOYUTAIOT 00Iarbcss B Yarax, I[P 5TOM OHHU Topaszio Oosee
YYBCTBHUTEJIBHBI K CEKCYaJIbHBIM JIOMOTaTeJIbcTBaM B MIHTEpHeTe.

3aJacTyio B JAHHOM BO3PacCTe POJUTEJISIM y3Ke BEChMA CJIOXKHO KOHTPOJIUPOBATH CBOUX
ZeTel, Tak Kak 00 VIHTepHeTe OHM y»Ke 3HAIOT 3HAYUTEIbHO OOJIbIIIE CBOUX POAUTEIIEN.
Tem He MeHee, He OTIIyCKalTe AeTedl B "cBOOOAHOe IUIaBaHue" 1o LHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBaTh B 001ieHn N pebeHka B IHTEpHeTE.

BaxxHo mo-mpexxHeMy cTporo cobuozarth IpaBuiia VHTepHET-0e30macHOCTH -
COTJIAIIIEHNE MEXKY POAUTENSIMHU U JeTbMH. Kpome TOro, HEOOXOIMMO KakK MOKHO
yare IpocMaTPUBATh OTUETHI O JeATeIbHOCTU JeTell B uTepHere. Caenyer o6paTuTh
BHUMAHUE Ha HEOOXOAUMOCTh COJEPKAHUA POAUTEBCKUX TapoJiel (Imaposien



aIMHUHHCTPATOPOB) B CTPOTOM CeKpeTe U OOpaTHTh BHHMAaHHE Ha CTPOTOCTh 3THUX
mapoJien.

CoBeTbl 110 6€30ITaCHOCTH B 3TOM BO3pacTe OT 13 710 17 JIeT

1. Co3paiiTe CHHUCOK JOMAITHUX IIPAaBUJI ToOcelleHus VIHTepHeTa IpPU Yy4YacTUH
IIOZPOCTKOB U TpeOyiiTe 06e3ycIOBHOTO ero BhINIOHeHUs. O6roBopure ¢ pebeHKOM
CIIMCOK 3allpelieHHbIXx caiiToB ("duepHbIfl cmmcok"), 4yacel pabotel B IHTepHeTe,
PYKOBOJICTBO TI0 O0ITIeHHI0 B IHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmproTep C HOAK/IIOUEHUEM K ceTH VIHTEpHET JOJKEH HaXOJHUThCS B OOIIen
KOMHAarTe.

3. He 3a0biBatiTe OecezoBath C eThbMH 00 UX APYy3bsaX B VIHTEpHETE, O TOM, UeM OHU
3aHATHI TAKUM 00pa3oM, OyATO pedsb UAET O APY3bIX B peabHOU ku3HHU. CripanuBanTe
0 JIIOZISIX, ¢ KOTOPBIMH JE€TH OOIIAIOTCA IOCPEACTBOM CIYKO MTrHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOJAU UM 3HAKOMBI.

4. Ucrionp3yiiTe cpesicTBa OJIOKMPOBAHUSA HEXKeJIaTeIbHOTO KOHTEHTA KaK JI0TOJTHEHNe
K CTaHZIapTHOMY PouTesIbcKOMy KOHTPOJIIO.

5. HeobOxomumo B3HaTh, KaKMMH 4YaTaMH IOJIB3YIOTCA Bammu getu. Iloompsiite
HCIOJIb30BaHNE MOJIEPHPYEMBIX YaTOB W HacTawBaWTe, YTOOBI JIeTH He OOIIaINCh B
MIPHUBATHOM peKHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETH HUKOTZA HE BCTPEUAINCH JIUYHO C JIPY3bsIMU U3
cetu IHTEepHeT.

7. llpuyuuTe jeTell He BbIABaTh CBOIO JIMYHYIO HWHGPOpPMANUIO CpeJiCTBaMU
BJIEKTPOHHOU IIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIEeHUsIMH,
perucTpanuoHHbIX ¢GOpM, JUUYHBIX OpoUIel U NPU PEerucTparui Ha KOHKYPCHI B
HNuTepHerTe.

8. IIpuyuwnTe AeTeli He 3arpykaTh mporpamMMmbl 6e3 Barero pasperenus. OObsICHUTE
UM, YTO OHU MOTYT CJIy4YaliHO B3arpy3uThb BHUPYChl WJIH JPyTOe HEKEeIATeTHbHOe
IIporpaMMHOe obecIieueHue.

9. Ilpuyuure Bamero pebeHka cooOIaTh BaM O JIIOOBIX yrpo3ax HJIH TPEBOrax,
cBsA3aHHBIX ¢ lIHTepHeToM. HamoMHUTE 71€TAM, YTO OHM B 0E30MACHOCTH, €CIU CaMU
pacckazajym BaM, O CBOMX yIrpo3aX WM TpeBorax. IloxBajiuTe UX M IIOCOBETYHUTE
MIO/IOWTH ellle Pa3 B MOA00HBIX CITy4asiX.

10. Pacckaxure neraM o nopHorpaguu B MHTepHeTe. Ilomorute MM 3alllUTUTBCA OT
ctama. Hayuwre mnoapocTKOB He BblZjaBaTh B VIHTepHeTe CBOEro peajibHOTO
QJIEKTPOHHOI'O aj/ipeca, He OTBeYaTbh Ha He)KkesaTesJbHble IIMCbMa U HCIIOJIb30BaTh
cIerajbHble IOYTOBBIE (DUIIBTPHI.

11. [TpuyunTe cebs1 3 HAKOMUTHCSA C CAUTAMU, KOTOPBIE MOCEMIAIOT MO[POCTKHU.

12. HayuwuTe fieTell yBaaTh JIpyTUX B UHTepHeTe. YOeauTech, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIETo MOBEIEHU IEHCTBYIOT Be3/ie - Ja’Ke B BUPTYaJIbHOM MUPE.

13. OObsicHUTE JeTsM, YTO HU B KOEM CJIydyae HeJb3sd HCIoJab30BaTh CeTh JIs
XYyJIMTQHCTBA, PACIIPOCTPAHEHU S CIUIETEH WUJIN YTPO3 JIPYTUM JIFO/IAM.



14. O6cyauTe ¢ MOAPOCTKAMH IMPOOJIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIU
puck. HanmomHuTe, 4TO JIeTH He MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosIHHO KOHTpOJIUPYHTE HcHoJb30oBaHUe MHTepHeTa Bammum pebGenkom! Ato He
HapyllleHUe ero JIMYHOTO IIPOCTPAHCTBAa, a Mepa MPeJOCTOPOKHOCTA U TMPOSBIEHUE
Barrreit poguTebCKOM OTBETCTBEHHOCTH U 3a00THI.

© MaTtepuan us CnpaBo4yHor cuctembl «ObpasoBaHme»
mini.1lobraz.ru
Hata konuposaHusa: 06.08.2018

JlelicTBytoMasi peJaKIius

IMTucemo MuHo6pHayku Poccnu oT 14.05.2018 N2 08-1184

O Hanpas/sieHuUn nHGOPMAIUU

JlemmapTaMeHT TOCYJapCTBEHHON TOJMUTHKM B cdepe obmero ob6pa3oBaHUA
MwunobpHayku Poccum HampapisieT 1A CBeZleHHs pas3paboTaHHble BpemeHHOU
KOMUCCHEHN Coseta Qenepanuu o Pa3BUTHIO nHGOPMAIIMOHHOTO
obIiecTBa METOANYECKHE PEKOMEHJAINY O pa3MelleHUH Ha HWH(OPMAIIMOHHBIX

CTeHJaax, Ogl)I/I[!I/IaJII)HI)IX I/IHTE[}HET-C&I‘/JITEIX U JAPDYIUux HH(I)O[)M&[!I/IOHHI)IX pecypcax
O6[[!€O6[2330B3T€JII)HI)IX O[!FaHHSa[!I/Iﬁ U OpPraHoOB, OCYIIECTBJIAIOMIUX VIIDABJIEHHNE B
cghe[ze O6[28.30B3.HI/IH, HHQI)O[}M&I!I/II/I 0 6e3o0IacHOM IIOBEJCHHNHN W HMCIIOJIb3OBAHHH CETHU

'MuTepHet".

Jupexkrop [lenaprameHTa
A.E.IletpoB
[Ipunoxxkenue

[Tpunoxkenue. MeToamyeckre peKOMEH/IallUH O pa3MelleHUH Ha HHGOPMAaIHOHHBIX
cTeHax, OQUIIHATIbHBIX HHTEPHET-CAUTaX U APYTUX MHOOPMAIMOHHBIX pecypcax
00111e00pa30BaTeTbHBIX OPTaHU3AIMI U OPTaHOB, OCYIIIECTBIISIONIUX yIIPABJIEHUE B
chepe obpazoBanus, HHGOPMAIUH O 6€30ITACHOM MOBEJIEHUU U UCIIOJIb30BAHUHU CETH
"Untepuer"

dkcnepraMu U wieHaMu BpemenHoil komuccuu CoBera Pefepanuyd IO Pa3BUTHIO
MHOOPMAIIMOHHOTO 00IIlecCTBa B paMKaX BBITTOJTHEHUSI PEKOMEH/IAIUHA IMapIaMeHTCKUX
CIyIIaHUHA "AKTyasibHBIE BOIPOCHI obeclieueHusi Oe30MacHOCTH W Pa3BUTHA JETed B
WHOPMAIIMOHHOM IpocTpaHcTBe", KoTophle mponutd B CoBeTe ®eyiepaniuu 17 anpesis
2017 T., ObUIM pa3paboTaHbl MeTOAUYECKHE PEKOMEHJIAIUM O pa3MeIlleHuH Ha
MHQOPMAIIMOHHBIX  CTeHJaX, OQUIHAIBHBIX  HWHTEPHET-caTax ©W  JAPYTrHuX
MHOPMAIIMOHHBIX pecypcax o00IIeo0pa30BaTeJIbHBIX OpPraHU3aliid U OPraHOB,
OCYIIECTBJISIONINX VIIpaBjieHHe B cdepe oOpazoBaHus, wHopmaruu o 6e3011acHOM
IIOBEJICHUM W WCIOJIb30BaHWU ceTu 'MHTepHer" (maslee -  MeTOoAWYeCKHUe
pEKOMEH/IallNNn).

MeToiuecke peKOMeHJAllMK HalpaBjieHbl Ha KAa4eCTBEHHOE IIOBBIIIIEHUE YPOBHSA
MHDOPMALIMOHHOU JeATeJIbHOCTU 0011e00pa30BaTebHbIX OpraHu3alyuil U OpPraHoOB,
OCYIIECTBJIAIONIUX yIpaBjeHHe B cdepe oOpa3oBaHUs, B YacTU UHQPOPMHUPOBAHUSA
yJaIuxcsi, UX poauTesen (3aKOHHBIX IMPECTABUTENEH) U TIeJarOTHUYECKNX PAOOTHUKOB
00 OCHOBHBIX acIleKTax HHPOPMAIUOHHOHN 6€30I1aCHOCTH.
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MeTroguyeckre pPeKOMEHIAINU IT03BOJIAT 00Ie0Opa30oBaTeIbHBIM OpPTaHU3AUAM U
opraHaM, OCYIIIECTBJISIIOIINM yIIpaBjieHue B cepe 00pa3oBaHUA, aKTyaTU3UPOBATh yKe
HCIIOJIb3yEMBIE B Pa3MellleHHbIe HH(MOPMAIMOHHBIE MAaTEPHUAJIbl, TAK U TIOATOTOBUTH UX
B CJTyJae UX OTCYTCTBHSI C yUETOM JIYUIIINX IPAKTUK U PEKOMEH/IAITNH.

B pamkax meToamUeCKUX peKOMeHJalil pacCMaTPUBAIOTCA CJIeIyIolie MHCTPYMEHTHI:
1. ”HQOPMAIMOHHbBIE CTEH/bI;
2. opuruasibHble NHTEPHET-PECYPCHI;

3. cpezicTBa MaccoBoU MH@OpManuu (IIIKOJIbHBIE Ta3€eThl, IeJarOrHUYecKrue U3/IaHusA U
Apyrue).

NHdopMaLUnOHHbIe CTeHAbI

Ha wundopmanmuoHHBIX cTeHZax B  00Ie0Opa30oBaTeNbHBIX  OpraHU3ANUAX,
PAaCIOIOKEHHBIX B (poiie yUpekJIeHn U B KaOMHeTaX, OCHAIIEHHBIX I1ePCOHAIBHBIMU
yCTpOWCTBaMHM /I BBIXOAAa B ceTh 'VIHTepHET', PEKOMEHAyeTCS pPa3MeCTUTh
MHDOpMAIIMOHHbIE TIAMATKH, COJiep:Kall[ie OCHOBHBIE COBETHI IO OOeCcreYeHUIo
MHPOPMAIMOHHOU 6€30TIaCHOCTH YYaIIIXCS.

B IIPpUJIOKEHNU U Noixk METOANYECKNM DEKOMEHIANINAM IIPEACTABJIEH O6p&3€11 IIaMATKHN
JJIA pa3MEIleHUA Ha I/IH(l)OpMaIII/IOHHI)IX CTeHaax.

CpeactBa maccoBow MHopmaunm

B cpencrBax wMaccoBoil uWHGpOpPMAIUM, OPHEHTHPOBAHHBIX HA OOYyYarOIIUXCH,
PEKOMEH/IyeTCsI B TeUeHHe y4eOHOro rofia PeryJyIsIpHO IyOInKoBaTh HHPOPMAIUOHHBIE
MaTepPHaJIbl, TIOCBSIIEHHBIE OTAEIBHBIM aclleKTaM WHMOPMaIMOHHON 0e30MmacHOCTH, a
TaKKe Pa3INYHbIe MTaMITKHU 00IIero xapakrepa.

B cpexctBax MaccoBoil uH@OpManuu, OPHUEHTHUPOBAHHBIX Ha II€JaroruyecKylo
OOIIIECTBEHHOCTh, PEKOMEH/AYETCSI B TeYeHHe KaJeHJAPHOTO TOJila PETYJISPHO
my6IMKOBaTh HMH(OPMAIMOHHBIE MaTepUasbl, MOCBAIIEHHBIE OT/IEJIHHBIM AacCIEKTaM
MHOPMaLIOHHOU 6e30macHOCTH KaK HECOBEPIIEHHOJIETHHUX, TaK u
0011e00pa3oBaTeyIbHBIX OpPTaHU3AllMi, a TakKXKe pas3JNJYHble MaMATKA, O030pbI
HODMATUBHO-IIPABOBOTO  pPEryJIMPOBaHUA JIaHHONW cdepbl U uHPOpPMAIUIO O
aKTyaJIbHBIX MEPOIPUATUAX U COOBITUAX B IAHHOU cdepe.

B xome mnpoBenenuss EnmHoro ypoka 1o Oe3zomacHoctu B ceTH 'HTepHeT"
PEKOMEH/YeTCSI OOECHEYNTh BBIMYCK TEMATHUECKOTO BBIMIyCKA CPEACTBA MAaCCOBOU
nHbOpMaIUU U060 cepuu IMyOIUKAIUI, CPEAN KOTOPBIX PACCMOTPETh OPTaHU30BAHHBIE
MEepOIPUATUS JUIsT OOyJaroIuxcs, UX pojauTesed (3aKOHHBIX IIPeJICTABUTENIEN) U
IeIarOTHYeCcKOM OOIEeCTBEHHOCTH.

OdmuymnansHble IHTepHET-pecypcChl

OO61eo6pa3oBaTe/IbHBIM  OPTraHU3AlUAM PEKOMEHJIyeTCsl Ha CBOMX OQUIIHATBHBIX
HNHTepHeT-pecypcax  obecnieduTh  (QYHKIIMOHUPOBAHWE  CAMOCTOSATEJILHOTO U
CIIeIIIATU3UPOBAHHOTO pazzena ' HMHdbopmanuonHas 0e30macHOCTL', B paMKax
KOTOPOTO IIPEyCMOTPETh Pa3MeIleHHe CIIeIyIolell HHOpMaIuu:
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Paznen/monpaznen

dopmar
IIPE/ICTABIICHUS
MaTEPUAJIOB

ConepxaHue MaTepraioB

JlokanbHbIE
HOPMAaTHBHBIC aKThI B
chepe  obecneveHHUs
MH(POPMAITMOHHOM
0€301MacHOCTH
00yJaronmxcst

Konuu noxymeHToB B
¢dopmare *PDF

Pa3zmeniarorcs konuu T10KyMEHTOB, T.€.
CKaHUPOBAHHBIM BapHaHT JOKYMEHTa,
COOTBETCTBYIOIIUKA  TpeOOBaHUSM K
napaMmerpam CKaHUPOBAHUSL.
Paszmemarorcs JOKYMEHTBI,
perjiaMeHTUPYIOIIUE OpraHu3aluio U
paboTy ¢ NEepCOHANbHBIMU JIAaHHBIMH,
IUTAHBI MEPONPUATUI TIO 00ECTIEYEHUIO
nH(}pOpMaITMOHHOM 0€30TacHOCTH
00ydJaronuxcs u Apyrue.

HopmatusHoe
perynupoBaHue

Konuun noxymeHTOB B
¢dopmare *PDF

[1yOGnuKyrOTCSl aKTyaabHbIE CBEICHUS O
benepanbHbIX u pErMoHaNbHBIX
3aKOHAaX, NHUCbMAaxX OpraHOB BJIACTH H
Ipyrue HOPMaTHUBHO-IIPABOBBIE
JIOKYMEHTHI, periIaMeHTUPYIOIIUE
obecrnieueHue UHPOPMaITMOHHOM
0€30MacHOCTH  HECOBEPIIEHHOJIETHHX.
Honyckaetcs BMECTO KOTIHA
pa3Meniarhb TUIEPCCHUIKH Ha
COOTBETCTBYIOIIME  JOKYMEHTHl  Ha
caiiTax OpraHoB TOCYIapCTBEHHOU
BJIACTH.

Ilegarornueckum
paboTHHKaM

Tekct Ha
cauTa

CTpaHHUIIC

Konuu 10KyMEHTOB B
dopmate *PDF

Pa3smemarorcs
pEeKOMEHIaluu u
nHpopManus 0
MPOEKTax u
HaIpPaBJIEHHBIX Ha MOBBILIICHHE
uHGOPMALMOHHON IrPaMOTHOCTH
MeAarornyeckux paboTHUKOB.

METO/IUYECKUE
yKa3bIBaeTcs
MEpPOIPUSITHSIX,
nmporpammax,

OO6yyaromumes

Texct Ha
caurta

CTpaHHUIC

Pasmerniaercs UH(POPMALIMOHHAS
namaTtka (mpunoxkeHue Ne  2) wm
yKa3bIBaCTCSI uHpopManus 0
MEPOTPHUITHSIX, pOEKTax u
porpaMmax, HamnpaBlEHHBIX  Ha
MOBBIIIICHHE UHPOPMAITMOHHOM
TPaMOTHOCTHU OOYUAIOIIIXCS.

Poaurensm (3akoHHBIM
MPEJICTABUTEIISIM )
oOyuaronuxcs

Texcr Ha
caurta

CTpPAHUIIC

Pa3memaercs UHPOPMALIMOHHAS
namsaTka (mpmioskenue Ne 3).

Jlerckue Oe30IacHbIC

Texct Ha CTpAaHHUIIC

Pazmermnaercs I/IH(I)OpMaLII/IH 0



https://mini.1obraz.ru/#/document/99/557521968/XA00M902N2/
https://mini.1obraz.ru/#/document/99/557521968/XA00M4Q2MK/

CaMlTHI caiiTa PEKOMEHIYeMBIX K HCIIOJIb30BAHUIO B
yueOHOM rpoiiecce 0e30IMmacHbIX
caiitTax, OaHHEpHI 0E30MAaCHBIX JIETCKUX
CalToB.

OpraHam, OCYIIECTBJIAIOIINM YIIpaBjieHue B cepe oOpa3oBaHUs, PEKOMEH/IyeTCs Ha
cBoux  odumuanbHbix  MHTepHeT-pecypcax  obecrieuuTh  (PYHKIMOHHUPOBAHHE
CaMOCTOATEJIBHOTO W CHEIUAJIM3UPOBAHHOTO  paszena  "VHGopMmamuoHHas
0e30macHOCTH"', B paMKaxX KOTOPOTO IIPeAyCMOTPETh pa3MeIleHue CJeayIomein
nHpopManuu:

IIpuinoxenue N9 1

[Tpunoxkenue 1. [TamsaTka 1 obygaomuxcs 00 nHGOPMAITUOHHOM 6€30I1aCHOCTH
JleTen
HEJIb34

1. Bcem moapsi cooOIaTh CBO YacTHy0 mHopmanuoo (HacTosmue uMs, GaMuInio,
tesieOH, aApec, HOMeP IIKOJIbI, a TaKKe poTorpadpuu CBOH, CBOEH ceMbH U APY3ei);

2. OTKpI)IBaTI) BJIOZKE€HHDbIE (baf/’mm SHeKTpOHHOﬁ II04YTbI, KOIZa HE€ 3Haellb
OTIIpAaBUTEJIA;

3. FPY6I/ITI), nIpuanpaTbCAa, OKa3bIBATb JaBJICHHUE - BECTU cebs1 HEBEXKJIMBO U arpeCCHuBHO;

4. He pacmopsokaiicst JeHbraMu TBOeU ceMbu 0e3 paspelleHHs CTapIIux - BCErza
CIIpalluBaul poauTesien;

5. He Bcrpeuatics ¢ VHTepHeT-3HAKOMBIMH B peaJlbHOM KU3HU - ITOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIETb.

OCTOPOXKHO

1. He Bce mumyT nmpaBay. Uuraemb o cebe HelpaBay B VIHTepHeTe - coobmu 06 3TOM
CBOUM POJIUTEJISIM HJTU OTIEKYHAM;

2. [TpuriamaioT nIepenuchbiBaThCs, UTPaTh, 0OMEHUBATHCSA - IIPOBEPH, HET JIH IIO[BOXA;
3. HezakonHoe konupoBanue ¢aiyioB B THTepHETE - BOPOBCTBO;
4. Bcerga pacckasbpIBail B3pOCIbIM O TPO0JIEMaX B CETH - OHU BCET/IA IIOMOTYT;

5. Wcnosnp3yit HACTPOUKH OE30MACHOCTH W MPUBATHOCTH, YTOOBI HE IMOTEPATH CBOU
AKKAyHTBI B COLICETAX U JIPYI'UX IOopTasax.

MOXKHO

1. YBaxkail Ipyrux noab30BaTesiel;

2. [Tonp3yenbcsa THTEPHET-UCTOUHUKOM - JlejIall CChLIKY Ha HeETo;
3. OTKpBIBal TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. O6maThes 32 TOMOIIBIO B3POCJIBIM - POAUTENH, ONIEKYHBI U a[IMUHUCTPAIIUA CAaTOB
BCer/ia IOMOTYT;




5. Ilpoiimu obOyuenme Ha caiTe "CeTeBUYOK' H TOJYYH TMACIOPT ITHUPPOBOTO
rpakgaHuHal

IIpunoxenue N2 2

[Ipunoxenue 2. MHGOpMaMOHHAS TAMATKA /I 00YJIarOITUXCSA SIS pa3MelleHnus Ha

o uImaIbHBIX HHTEPHET-Pecypcax

C Ka)kIbIM TOZIOM MOJIOJIEXKH B MHTEPHETE CTAHOBUTCS OOJIbINE, a IIIKOJILHUKU OJHU U3
caMbIX aKTUBHBIX I10JIb30BaTesell Pynera. Mexxy TeM, HOMHMO OTPOMHOT'O KOJTUY€eCTBa
BO3MOXKHOCTEH, WHTEPHET HeceT W IpoOJeMbl. DTa MaMATKa JO0JDKHA IIOMOYbL Tebe
0e30I1aCHO HAXOUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMnbpioTepHBII BHUpPYyC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJINYUTEIBHON! OCOOEHHOCTHIO KOTOPOH fABJISAETCSA CIHOCOOHOCTh K pPa3MHOXKeHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT MOBPEIUTh WU MHOJHOCTHIO YHUUYTOXKUTH BCE
daiiel W JgaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENI0, OT HWMEHH KOTOPOTO ObLia
3amyllleHa 3apakeHHas IIporpaMma, a TakKe MOBPEIUTh WU JaKe YHUUYTOXKHUTH
OIIEpAIlMOHHYI0 CHCTeMy cO BceMu ¢aistaMmu B 1esoM. B OGOJIBIIMHCTBE CiIydyaeB
pacIpOCTPAHAIOTCH BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. HCHOHBSYﬁ COBpE€MEHHbIE OIlepallnOHHbIE CHCTEMbI, HMEIOIIHE CprE?:HI;IfI YPOBEHDb
3allTUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. [locTrossHHO ycTaHaBiaWBai mautw (I[u¢pOBbIE 3aIIATKH, KOTOPbIE aBTOMATHYECKH
yCTaHABJIUBAIOTCA C IEJIbI0 JOpPaOOTKU IPOTPAMMBI) U JPYyryde OOHOBJIEHUS CBOEH
omnepanuoHHOU cucTeMbl. CKauMBall UX TOJIBKO C OPUIIMATIFHOTO cadTa pa3paboTuynKa
OC. Ecim cyIiecTByeT peKUM aBTOMaTHUeCKOr0 OOHOBJIEHH I, BKJIFOUH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE 110/ IIpaBaMM I10JIb30BaTEJIA, 4 HE a/IMUHUCTpATOpPA.
ITO He II03BOJIUT 6OJ'II>IIII/IHCTBy BPpEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDPE;

4. Vlctiosib3yd aHTHUBHUPYCHBIE IIPOrPaMMHBIE ITPOAYKTHI U3BECTHBIX IIPOU3BOIUTENIEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3s;

5. Orpannub pusnyecKul OCTyI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIUII;

6. Vcnosip3yll BHelTHUE HOCUTeNIU UHQPOPMAIUY, Takue Kak (Jielika, AucK uian Qaita
13 UHTEPHEeTA, TOJIbKO 13 TPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBall KOMIbIOTEpHBIe (dalijibl, NOJyYeHHble U3 HEHAaJ|e?KHbIX MCTOUHUKOB.
Haxe Te ailpl, KOTOpbIE NPHUCIAJT TBOU 3HAKOMBIU. JIydllle yTOUHU y HETO, OTIIPABJIAT
Ji1 OH Tebe Uux.

Cetu WI-FI

Wi-Fi - 9T0 He BUJ mepefauym JaHHBIX, HE TEXHOJIOTHA, a BCETO JIUIIL OpEeH/], MapKa.
Eme B 1991 rogy HujepJiaH/cKas KoMIaHus 3apeructpupoBana opens "WECA", aro
obo3Hauaso cioBocoueranue "Wireless Fidelity", xoropslii mnepeBoauTCs Kak
"GecrpoBOAHASA TOYHOCTD .



Jlo Hamero BpeMeHH JoIIa Jipyras aOOpeBmaTypa, KOTOpas SBJISETCS TaKOH Ke
TexHoJIorue. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHme OBLIO IaHO C HAMEKOM Ha
CTaHAAPT BBICIIEH 3BYKOBOU TexHWKH Hi-Fi, uTo B mepeBosie o3HauaeT "BbICOKAsA
TOYHOCTD .

Jla, becIuiaTHBIM MHTEPHET-AOCTYI B Kade, OTeNIsAX U adPONOPTaxX ABJISETCA OTIMIHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOTHMe 3KCHEPThI CYUTAIOT, YTO
obmmemoctynabsie Wi-Fi cetu He ABAAIOTCA 6€30MaCHBIMMU.

CoBeTbl 110 6€30IMaCHOCTH pabOTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBol JMuHYr0 WHpOpManuio udepe3 oOmemoctynHble Wi-Fi cerw.
Paboras B HUX, ’KeJIaTeJIbHO He BBOJIUTH IAPOJIU JOCTYIIa, IOTUHBI U KAKKE-TO HOMEPA;

2. Vcrosip3yii 1 OOHOBJISIH aHTUBUPYCHBIE IIPOrpaMMbl U OpaHamayep. Tem caMbIM ThI
obe3omacuIlb cebs OT 3aKaYKH BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu wucnonp3oBanun Wi-Fi otkimoun ¢ysknuio "OOmuit moctyn k daijlaMm u
npuHTepam'. JlaHHaA GYHKIUA B3aKpbiTa [0 YMOJYAHUIO, OJHAKO HEKOTOPBIE
[I0JIb30BaTEIN AKTUBUPYIOT ee /I y/100CTBA UCIIOIb30BaHUA B paboTe nin yuele;

4. He ucrnionpayi myosuunbii WI-FI 1a mepemgaun JIMYHBIX JIAHHBIX, HAIIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Mcrnionp3yi TOJIBKO 3alulilieHHoe coenuHeHue uepe3 HTTPS, a ue HTTP, T.e. pu
Habope BeO-azpeca BBojK uMeHHO "https://";

6. B wMobOunpHOM TenedpoHe otkiaoun ¢yHKnuo "Tloakmouenue k  Wi-Fi
aBromMatnuecku'. He JIommyckail aBTOMAaTH4YeCKOro MOAKIIOUEHUsS] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COIII/IaJII)HI)Ie ceTnn

COI_[I/IaJ'IbeIe CETHU aKTHBHO BXOJAT B HAIIly )XM3Hb, MHOTHUE JIIOAU pa60Ta10T U XXUBYT
TaM IIOCTOAHHO, a4 B Facebook YXKeE 3aperuCTpupOoBaH MUJJIMapPA 4Y€JIOBEK, UTO ABJIAECTCA
OZLHOﬁ CG,Z[I)MO?I BCEX JKUTeJIEW IIaHeThbl. MHOTHe II0JIb30BaTeIn He IIOHNMAIOT, 4YTO
I/IH(I)OpMaIlI/IH, pasMeE€mieHHad HMMH B COIOHAJIbHBIX CETAX, MOZKET OBITHh Haﬁl[eHa u
HCIIOJIb30OBaHA KEM YIrOAHO, B TOM YHUCJI€ HE 00s3aTesIbHO ¢ OJ1aruMH HaMEpECHHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHUYb CHUCOK Jpy3eid. Y Tebsi B JIPy3bsX HE JOJLKHO OBITh CIIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiai cBor 4YacTHy ku3Hb. He ykaswpiBail maposu, TesedOHBI, aapeca, J1aTy
TBOETO POXJEHUA U JPYryl0 JIMYHYIO HHQPOPMAIUIO. 3JIOyMBINUIEHHUKNU MOTYT
HCIOJIb30BaTh Ja)ke MHQPOpPMANUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUDYeTe
IIPOBECTU KaHUKYJIbI;

3. 3amumiai CBOIO PeIyTaIuIo - IEPKU €€ B UMCTOTE U 33J1aBail cebe BOIpoc: XOTes Obl
ThI, YTOOBI JPyTHe M0JIb30BaTeIN BUEJIN, UTO ThI 3arpyxkaeuib? Ilogymali, mpex/ie uem
YTO-TO OIyOJIMKOBATH, HATIUCATD U 3aTPy3UTh;

4. Ecyin THI TOBOPUIIB C JIIOIBMU, KOTOPBIX He 3HAEIlb, He UCIIOJIb3yH CBOe peayibHOe
HUMs U JPYTYIO JUUHYI0 HHQOpMAINU: UM, MECTO KUTEIbCTBA, MECTO YIeObl U IIpOoYee;



5. M36erait pasmemenus ¢pororpaduii B IHTEPHETE, I7Ie THI N300pa’KEH HA MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIEJIUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpauu B COIMATLHOU CETH HEOOXOUMO UCI0Ib30BaTh CJIOKHBIE TTAPOJIH,
cocrosimpe U3 OyKB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. 171 conuaibHON CeTH, MOYTHI U APYTUX CANTOB HEOOXOIMMO HCIOJIb30BaTh Pa3HbIe
mapostu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBINIJIEHHUKHU MOJIYYaT JIOCTYH TOJIBKO K
OTHOMY MeCTY, a He BO Bce Cpasy.

JJIEKTPOHHBbIE JE€HbI'NU

DJIeKTPOHHBIE JIEHBI'H - 3TO OYEHb y/IOOHBIN cIocob IUIaTexxked, OHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3TH JIEHBI'H.

BJIeKTpOHHbIe J€HbI' IIOABUJIMCH COBCEM HeJaBHO M MMEHHO H3-3a 3TOI'0O BO MHOTI'MX
rocygapCrsax a0 CHUX IIOp HeE IIPOIIHNCAaHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHM (GYHKIIMOHHPYIOT M O HHMX VK€ IIPOIKMCAHO B 3aKOHe, IJle UX
pasesIsAI0T Ha HECKOJIBKO BH/IOB - aHOHMMHBIE M HE aHOHMMHbBIE. Pa3zHuIla B TOM, UTO
AaHOHHMMHBIE - 9TO Te, B KOTOPBHIX paspeliaercs IIPOBOAUTH omepanuu 06e3
ueHTHGUKAIUN T10JIb30BaTeNIsA, 2 B HEAHOHUMHBIX HAeHTU(GHUKALIMA I0JIb30BaTEIIs
ABJIAETCS 00A3aTeIbHOM.

Tak:ke ciemyeT pa3janyarh 3JI€KTPOHHbIE HUATHBIE JeHbI'H (PaBHBI TOCY/IAPCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(pUATHBIE IEHbI'U (He paBHBI TOCY/IaPCTBEHHBIM BAJTIOTaM).

OCHOBHBIE COBETHI 110 O€30IMacHO pa60Te C SJIEKTPOHHBIMU J€HbI'aMH:

1. [IpuBskHM K cueTy MOOMJIBHBIN TesieOH. ATO camMblid YAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAaHOBHTb JIOCTYII K cueTy. [IpuBsA3aHHbBIN TesleOH MOMOXKET, €CIU 3a0yAelTb CBOU
IUIATEXKHBIN IMapoJIh UJIH 3aUelb HA CAalT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. HMcnosp3y# ofiHOpa3oBbie maposu. [locie mepexosa Ha YCUJIEHHYH) aBTOPHU3AI[UIO
Tebe y)ke He Oy/IeT yrpoKaTh OIIaCHOCTDh KPAyKU WJIH IepexBaTa IIJIaTesKHOTO apoJis;

3. Beibepu cioxHbIN maposb. [IpecTynHukam OyzeT He MPOCTO YraZaTh CJIOXKHBIHA
naposb. Hayiexxaple apoyin - 9TO MapoJIv, KOTOPhIE COZIep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKye KaK 3HaK JIoJu1apa, GpyHTa, BOCKJINIATEIbHBIN 3HAK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM cBOM JIMUHBIE JJAHHBIE HA CAaliTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIEeKTPOHHAA MOoYTa

DJIeKTPOHHASA MOYTa - 3TO TEXHOJIOTHA U IpefoCcTaBseMble €10 YCIYTH 10 IlepechLIKe U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE PACIPENENSIOTCS B KOMITBIOTEPHOM
cetu. OOBIYHO HJIEKTPOHHBIA IOYTOBBIN SIIUK BBIMJIAIUT CAEAYIOINUM 00pa3oM:
HMMs_TI0JIb30BaTeIA@uUMsA_JIoMeHa. Tak:ke KpoMe Iepeiauil MPOCTOTO TEKCTa, UMeeTCs
BO3MO>KHOCTH IlepeiaBaTh ailsbl.

OcHOBHBIE COBETHI 0 6e30MacHOM paboTe ¢ 3JIEKTPOHHOM MOUTOMU:

1. Hajo BbIOpaTh mpaBUIBHBIA TOYTOBBIN cepBrC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecryIaTHBIX IIOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haelllb U KTO
IIePBBIN B pEUTHHTE;



2. He ykaspIiBail B IMYHOU MOYTe JUUHYI0 nHopMmanuoo. Hanpumep, jydiiie BEIOpaTh
"My3bIKQIbHBIV_(paHaT@" mim "pok2013" BMecTo "Tema13";

3. Hcmonp3yil ABYXATANHYIO aBTOPU3ANHNI0. DTO KOT/Ia IOMUMO MApOoJis HY:KHO BBOJUTH
KOJI, IpUChLIaeMbli 1o SMS;

4. Bpibepu cy10KHBIN maposb. I KaXKJI0ro MOYTOBOTO SIIUKA JOJIKEH OBITh CBOM
HQ/Ie’KHBIN, YCTOUYUBBIU K B3JIOMY IIapOJIb;

5. Eciu ecTh BO3MOXKHOCTH HAammcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YU ITY
BO3MOYKHOCTb;

6. VMcnosp3yll HECKOJBKO MOYTOBBIX AMIMKOB. IlepBbIN [j1s1 YaCTHOU IIEPENUCKU C
azipecaTamMu, KOTOPBIM ThI 0BEPsENIb. DTO 3JIEKTPOHHBIN aJipec He HaJl0 UCII0JIb30BaTh
IIpU perucTpanuu Ha ¢popyMax U canTax;

7. He oTkpbiBail ailibl U JIpyryue BJIOKEHUs B IMHUChbMAaX, JaXKe €CJIM OHU IPUIILIA OT
TBOUX ZIpy3e. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 5TH (DarIbl;

8. Ilocse oxkoHYaHWsA pabOTHI Ha IMMOYTOBOM CEPBHCE IE€pef] 3aKPBITHEM BKJIAJKU C
caritoMm He 3a0y/1b HOXKaTh HA "BeriiTu".

Kuo6epOy/LsIMHT WU BUPTyaJIbHOE U3/IeBaTeJIbCTBO

KI/I6ep6y.7UII/IHI‘ - IIpecjiegoBaHHUE COO6III€HI/I}IMI/I, coaeprKalliuM OCKOp6)IeHI/Iﬂ,
arpeccuio, 3allyruBaHHE; XYJIMT'aHCTBO; COIIMAJIbHOE 60fIKOTHp0BaHHe C IIOMOIIIbBIO
Pa3/IMYHbIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYITMHIOM:

1. He 6pocaiics B 60i. Jlydmmii crioco0: MOCOBETOBATHCA KaK ce0s BECTU W, €CJIM HET
TOTO, K KOMY MOKHO OOpPaTHUThCS, TO BHAUAJIE YCIIOKOUThCSI. Eciiu Thl HAaUHEIIh OTBEYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHHUS, TO TOJIBKO elrle O0JIbIIle Pa30KIKellb KOHQJIINKT;

2. YrpaBJisii cBoed KuOeppeInyTamyei;

3. AHOHUMHOCTb B CE€TH MHUMaAs. CYH.IGCTBYIOT CITI0COOBI BBIACHUTHb, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTu XyJIMTaHCKUN 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHET QDUKCUPYET BCE
TBOU JICHICTBUSA U COXPAHSAET UX. YIAIUTH UX OyZeT KpallHe 3aTPYAHUTEIHHO;

5. Cob6ut071ai1 CBOIO BUPTYaJIbHYIO YeCTh CMOJIOAY;

6. UrHopupyil enuHuU4YHBIN HeratuB. OAHOPA30BBIE OCKOPOUTENIPHBIE COOOIIEHUS
JIydiiie UTHOpupoBaTh. OOBIYHO arpeccus MPeKpaIaeTcs Ha HAYJIbHOU CTaIuH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIIIEHUSIMH, B COITUATBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKUPOBKY OTIIPABKH COOOIIIEHUH C OIIpEeIETIEHHBIX a/IPECOB;

8. Eciu T cBugerens kubepOysutnHTa. TBOM JIEHCTBHA: BBICTYIIUTH IIPOTUB
IpecjieJioBaTesisd, IOKa3aTh €My, 4YTO ero JeWCTBUSA OIeHHUBAIOTCA HeraTUBHO,
MIO/IEPKATh JKEPTBY, KOTOPOH HyKHA IICUXOJIOTUYECKASA IOMOIIb, COOOITUTH B3POCIBIM
0 ¢hakTe arpecCUBHOIO IOBEJIEHUS B CETU.

Moo6wibHBIN Tes1edoH



CoBpemeHHble cMapT¢GOHBI U IUIAHIINETHI COZep:KaT B ceOe BIIOJIHE B3POCJIBIN
byHKIIMOHAN, ¥ Temepb OHH MOIYT KOHKYPHUPOBAaTh €O CTaIllHOHAPHBIMH
KoMItbloTepaMu. OJIHAKO, CPEACTB 3AIUTHI JJIA MOIO0HBIX YCTPONCTB ITOKA OUYEeHb MAJIO.
TecTupoBaHUEe U MMOUCK YSI3BUMOCTEH B HUX IIPOMCXOAUT HE TaK WHTEHCUBHO, KaK JJIsI
ITK, To :xe camoe KacaeTcsi 1 MOOMJIbHBIX ITPUJIOKEHUH.

CoBpemMeHHbIE MOOWJIbHBIE Opay3epbl ViKe IPAKTUYECKH JOTHAJIM HACTOJIbHBIE
aQHAJIOTH, OJTHAKO paclIupeHue (PyHKIIMOHAIA BJIedYeT 32 COO0M OOJIBIIYIO CJI0KHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTD.

I[aJIeKO HE BCE IIPONU3BOAUTEIN BBIIITYCKAIOT O6HOBJI€HI/IH, 3aKpPhbIBAOININE KPUTUYECKHE
YA3BUMOCTHU AJIA CBOUX YCTpOIL/,ICTB.

OcHOBHBIE COBETHI JIJIs1 6€30IMaCHOCTH MOOHUIIBHOTO TesiedoHa:

Hwuuero He sABJIsIeTCA MTO-HACTOAIEMY OecIiaTHBIM. Byab ocTOpoXkeH, Belb Korjia Tebe
IpeAjiaraloT OecryIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO ILIaTHBIE
YCJIyTH;

Hywmaii, npexe yem orupaBuTb SMS, ¢oro miu Buaeo. Thl TOUHO 3HAaeEllb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heob6xoauMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT@OHa;
Hcnosp3yit aHTUBUPYCHBIE IIPOTPAMMBI JIJIsT MOOUJTBHBIX TeJIE(DOHOB;

He 3a1‘py>1<af/’1 IIPUJIOKEHUA OT HEM3BECTHOI'O MCTOYHHKA, BEAb OHU MOIYT COJEPKATb
BPEAOHOCHOE IIPOrpaMMHO€ O6€CH€‘-I€HI/IE;

ITocste TOoro Kak ThI BBIWJEIID C CalTa, IJie BBOAWJI JIMUHYI0 WH(pOpPMAIHIO, 3alili B
HacTpOUKU Opaysepa u yaaau cookies;

Hepnozmqecm/l HpOBepHﬁ, KaKHe€ IIJIaTHbIE YCJIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

,Z[aBaﬁ CBOH HOMEDP MOOMJIBHOTO TeJIe(l)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HACIIIb 1 KOMY
AOBEPACIID;

Bluetooth josxeH ObITH BHIKJIIOUEH, KOT/Ia ThI UM He MoJIb3yelbesi. He 3a0bIBail MHOT/AA
IIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouyHble, 3axBaThIBAIOI[UE pa3BJIeUeHNd],
00BEUHAIONIE COTHH THICSY YEJIOBEK 110 BceMy MUPY. VITpOKH HCCIIeAYIOT JaHHBIA UM
MHUP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33J]JaHHA, CPAYKAIOTCA C MOHCTPAMHU U
IIOJIy4alOT OMNBIT. 3a YAOBOJBCTBUE OHHU IUIATAT: IOKYyHAKT JHUCK, OIUIaYUBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KaKHe-TO OIITUU.

Bce aTu cpezcTBa WIAyT Ha MOJJlep:KaHUE U pa3BUTHUE UIPHI, a TaKKe HA caMmy
6e301acHOCTh: COBEPIIEHCTBYIOTCH CUCTEMbBI aBTOPU3AILNU, BBIITYCKAIOTCA HOBbIE MATYU
(mudpoBbIe 3aIUTATKH 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B HO,Z[O6HBIX Urpax CTOUT OIlaCcaTbCA HE€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpPaXXu
TBOET0 I1ap0JId, HA KOTOPOM OCHOBaHa CHUCTEMa aBTOpHU3allNH OOJIBIINHCTBA urp.

OcHOBHBIE COBETHI IO HE30MACHOCTU TBOETO UTPOBOTO AKKAYHTA:



1. Ecsti pyroit urpok BezieT ceOs MI0X0 WU co3/aeT Tebe HeMPUATHOCTH, 3a0JIOKUPYH
€T0 B CIIHCKE UTPOKOB;

2. Tloxkanyiica aAMUHUCTPATOPaM WIPbl Ha IJIOXO€ TIOBEJEHHE OSTOT0 WUTPOKa,
JKeJIaTeJIbHO MPUJIOKUTH KaKue-TO JJOKa3aTeJIbCTBa B BU/le CKPDUHOB,

3. He ykasspiBaii 1nuHy0 nHGOpMAIMIO B Ipodailie Urpsl;
4. YBaxKal Ipyrux y4uacTHUKOB 110 UTPe;

5. He ycranaBsiuBail HeopuiimaabHble MaTYU U MOJIbI;

6. Vlcriosib3yH cJ10>KHBbIE U Pa3Hble ITapoJIy;

7. ,Z[a)Ke BO BpeéMA HUIPbI HE CTOUT OTKJIIOUATb aHTHUBHPYC. Iloka ThBI Uurpaellb, TBOH
KOMIIBIOTED MOTYT 3apa3uTh.

POUuIMHT WIN Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpaskel [eHer U JOKYMEHTOB CErofHs YK€ HHMKOrO He VAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
IIPOJIOJKAIOT 3aHUMATHCS " JTIOOMMBIM'' JIEJIOM.

Tak mosiBHJIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA UK (DUIIKMHT, TJIaBHAS IEJTb
KOTOPOTO COCTOUT B TMOJyYeHUH KOH(MHUIEHIIUATbHBIX [JAHHBIX I10JIb30BaTEIEH -
JIOTUHOB U mapoJie. Ha anriuiickoM si3bike phishing unraercs kak pumuHr (ot fishing
- ppIOHAs JI0BJIA, password - MapoJb).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITHHTOM:

1. CJIeI[I/I 3a CBOMM AaKKAyHTOM. Ecnu ThI Imoao3peBacilb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOZLI/IMO 3&6JIOKI/IpOBaTI) ee nu COO6IIII/ITI) AIMHUHHCTpaTOpaM pecypca
00 3TOM KaK MOKHO CKOpeEe;

2. I/ICHOJ'IBSYI‘/JI Oe30IacHbIE Be6-CaI>JITbI, B TOM 4YHuCJII€, HHTEPpHET-MarasmHOB U
IIOMCKOBBIX CHCTEM,;

3. Mcnonb3yii ciiokHbIE U pa3Hble maposu. TakuM oOpa3om, ecyiu TeOs B3JIOMAOT, TO
3JI0YMBIIIJIEHHUKHU TIOJIy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY IPOMUIIIO B CETH, @ HE KO
BCEM;

4. Ecynt Tebs1 B3710MaUTH, TO HEOOXOIUMO TIPEAYIIPENUTD BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
n0b6aByeHbl y TeOS B JIPY3bSX, O TOM, UTO TeOS B3JIOMaJIIM M, BO3MOXKHO, OT TBOETO
“MeHU Oy/IeT pacchLIaThCs CIIaM U CChUIKU Ha (DUIIIMTHTOBBIE CAUTHI;

5. YcranoBu HazieskHBIN naposib (PIN) Ha MOOMIIbHBIN TetedoH;
6. OTKJII0YY COXpaHEHUE TIapoJIsA B Opaysepe;

7. He oTkpbiBail dalijibl U pyrue BJIOXKEHUS B MUCbMAaX, Ja)Ke €C/IM OHU IPUIIUIU OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJIAJIN JIU OHU Tebe 3TU (paiyibl.

IMudposBasa pemyranusa

[udpoBas penyranus - 5TO HETaTUBHAs WJIX MMO3UTUBHasA WHGOpMAaIs B CeTH O Tebe.
Komnpomerupywomiasa na@opmanusi, pa3MellleHHas B UHTEPHETEe, MOKET Cepbe3HbIM



00pa3oM OTpa3UThCS HA TBOEU peasbHOU ku3HU. 'lludpoBasa pemyrarnusa” - 5TO TBOU
MMU/IK, KOTOPBIU (popmupyetcsa u3 nadopmanuu o Tede B MHTEpHETE.

TBoe MecTo XUTesbCTBa, y4ueObl, TBOoe (UHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTH
XapakKTepa U PaccKasbl 0 OJIN3KUX - BCe 3TO HAKAIJIUBAETCS B CETH.

MHor#e IOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K ITyOJIMKAIINH JIUNYHON HHGOPMAIINHU B
HHTepHeTe, He TIOHUMAas BO3MOXKHBIX ITOC/IeACTBUM. ThI 1ajke He CMOKEIID JIOrafaThCs
0 ToM, uTO (pororpadusi, pa3MellleHHas 5 JIET Ha3ajl, cTaja MPUYNHON O0TKa3a IPUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasmelnieHue TBoux ¢ortorpaduil U Apyrue AeWCTBUSA MOTYT He
HMCUE3HYTh Jlaske MOCJe TOro, KaK Thl UX Y[INIIb. Thl He 3HAEIIb, KTO COXPAaHUJ 3Ty
nHpoOpManuoo, Ionajga JU OHA B IMOUCKOBBIE CHUCTEMBI M COXpPAaHWJIACh JIM OHA, a
IJIaBHOE: YTO IOJyMaloT O Tebe OKpY»Kalollue JIIOAN, KOTOpble HaWJIyT U YBUJAAT 3TO.
Haiitu mHbOpMAaINI0 MHOTO JIET CIIYCTSA CMOKET JII000H - Kak U3 I0OPBIX OOy KIAEHUH,
TaK ¥ C HAMepeHHEeM IPUUNHUTH Bpe. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBON penyTaluu:

1. I[ogymaii, mpekze 4yeM 4TO-TO ITyOJIMKOBAaTh U IepejlaBaTh y cebs B OJiore WIu B
COIIMAJILHOM CETH;

2. B HacTpoiikax mpoduisa yCTaHOBU OTPAaHUYEHHS Ha IIPOCMOTP TBOEro MPOGUJIsS U ero
COJIEP?KMMOTO, c/leJIal €ro TOJIBKO "I Apy3er

3. He pasmernaii u He ykasbiBaii nH(pOPMAIHI0, KOTOPas MOKET KOT0-JITH00 OCKOPOJISTh
WJIA O0UKATD.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJIPHUKH - aKTHUBHBIE II0JIb30BaTENH IHU(PPOBOrO ITPOCTPAHCTBA.
OnHaKo JJaJIeKo He BCe 3HAOT, YTO M0JIb30BaHUE MHOTHMH BO3MOKHOCTSAMHU IUPPOBOTO
Mupa TpebyeT coOJII0IeHNS ITPAB Ha HHTEJUIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMmuH "UHTEJUIEKTyaJIbHasA COOCTBEHHOCTh' OTHOCUTCS K PAa3IUYHBIM TBOPEHHUIM
YeJIOBEYECKOTO yMa, HAuWHAs C HOBBIX HM300pPETEHHUH U 3HAKOB, 0003HAYAMOIIMX
COOCTBEHHOCTh Ha TMPOAYKTHl U YCJIyTH, W 3aKaHYWBasA KHUTaMH, (oTorpadpusamu,
KHHODHUIBMaMU U My3bIKaJIbHBIMU IPOU3BEICHUAMHU.

ABTOpCKHE TIpaBa - 3TO IIpaBa HA UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh HA ITPOU3BEEHUS
HAyKU, JIUTEpPaTyphbl U UCKyccTBa. ABTOPCKHE IIPAaBa BBICTYIIAIOT B KayecTBe rapaHTUU
TOTO, YTO UHTEJUIEKTYJIbHBIN/TBOPUECKUH TPy aBTOpPA He Oy/IeT HAIPACHBIM, JJACT MY
CIIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HA pe3yJsIbTaTaX CBOETO TPYZAQ, IOJIYYUTH
M3BECTHOCTH U NpusHaHue. Hukro 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOJUTD
€ro TMPOU3BEJEHUE, PACIPOCTPAHATh, IyOJUYHO JIEMOHCTPUPOBATh, IIPOJIABATh,
MMIIOPTHPOBATh, IyCKaTh B MPOKAT, IIyOJUYHO UCIOJIHATH, IOKA3bIBATh/UCIOJIHATh B
a¢upe nim pazmeiarts B IHTepHeTe.

Hcnonp3oBaHue "THUPATCKOro" IMPOrPAaMMHOTO OOecredeHus] MOXKET IPUBECTH K
MHOTHUM PHICKaM: OT INOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOWCTBA, I/ie yCTAHOBJIEHA HeJleTaibHAs mporpamMma. He cTouT Tak:ke 3a0bIBaTh, YTO
CYIIIECTBYIOT JIeTaJIbHbIE U OeCIJIaTHbIE TPOTPAMMBbI, KOTOPBbIE MOKHO HAWUTHU B CETH.

O nmopraie



CereBU4OK.pp - TBOH TJIaBHBIM COBETYMK B CeTU. 37leCh Thl MOXKEIIb Y3HATh O
06e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM $3BIKOM, a NHPU BO3HHUKHOBEHUU
KPUTUUECKOH CHUTyallUd OOpaTUTBhCS 3a COBETOM. A TakKe IIPUHATh ydacTHe B
KOHKYpCaxX U CTaTh CaMbIM ITU(POBBIM IPAKAAHUHOM !

IIpuinoxenue NO 3

[Tpunoxenune 3. [lamaATka 7y pogutesneir 06 MHGOPMAIMOHHOM 6€30IIaCHOCTH AeTel
Omnpenenenne TepMuHA 'WHOPMAIMOHHASA O€30IIACHOCTh JETEeH  COJIEPIKUTCS
B ®enepasibHoM 3akoHe NO 436-03 "O 3ammuTe nereit 0T HHOOPMAIUY, IPUYUHSIONIEN
BDEJI X 3JI0POBBI0 ¥ PA3BUTHUIO", PETYIMPYIOIINM OTHOIIEHUS, CBSI3aHHBIE C 3aIUTOMN
Jeredl oT wHpOpPMAIUK, NPUYUHAIIIEH BpeI HX 3J0pOBbI0 W (MJIM) Pa3BUTHUIO.
CorytacHO JaHHOMY 3aKOHY 'HMH(MOpMAIMOHHASA 0e30IMacHOCTD JIeTEH' - 3TO COCTOSHUE
BAIUINEHHOCTA, IIPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C IPUYHHEHHEM
nHOpMaInei Bpe/ia uX 3J0POBbI0 U (1K) PU3UUECKOMY, ICUXHYECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuy ®enepanpHoro 3akoHa N2 436-®3 undopmanueii, OpUIUHAIONEN BpeJ
37I0POBBIO U (MJIN) Pa3BUTHIO JI€TEH, IBJISIETCS:

1. uHdopMaIus, 3anpelleHHas JI/id pacIpOCTPAaHEeHUs CPEU JieTell;

2. nuHdopMaIus, pacrpocTpaHeHe KOTOPOH OrpaHUYEHO CPeSU JIeTel OIpeiesIeHHbIX
BO3PACTHBIX KaTerOpHu.

3. K uadopmanuu, 3anpenieHHOU JJ1si paCIIPOCTPaHEHUsI CPE/IH JIeTeH, OTHOCUTCS:

4. uHopmanus, moby:kaamIas JeTeld K COBEPIIEHUI0 JeHCTBUH, MPeICTaB/IAIONINX
yTpo3y WX JKU3HU W (WJIH) 3/I0POBBIO, B T.4. IPUYMHEHHUIO BpPeJla CBOEMY 37I0POBBIO,
CaMOyOHHCTBY;

5. CIIOCOOHOCTH BBI3BATh y JE€TEU JKeJaHHe YIIOTPeOUTh HapKOTHUYECKHE CPECTBA,
IICUXOTPOIIHbIe ¥ (WJIM) OJlypMaHMWBAIOIME BeIlecTBa, TabauyHble U3AEIU,
AJIKOTOJIBHYIO M CITMPTOCOAEPIKAIILYIO IIPOIYKIIUIO, IIMBO U HAIIMTKU, U3TOTAaBJINBAEMBbIE
Ha €ro OCHOBe; IPHUHATHh ydJacTHe B a3apTHBIX HMIPax, 3aHUMAThCS ITPOCTUTYIHEH,
OPOASIKHIUYECTBOM WJIH ITOMPOIIaHHUYECTBOM;

6. OOOCHOBBIBAIOIAsl WJIM OIPaBABIBAIOIIASA JIOMYCTUMOCTh Hacwiausa u (Wim)
JKECTOKOCTH JIH0O TMOOYKAaroIias OCYIIECTBIATh HACUIbCTBEHHbIE JIEWCTBHUA 10
OTHOILEHHUIO K JIIOAAM U )KUBOTHBIM;

7. OTPHUIAIOIAsA ceMelHble IEHHOCTH W (POpMUpPYOIIas HeyBaskeHHEe K POAUTENSAM U
() IPYTUM WIeHaM CEMbHU;

8. ompaszpIBaloIasg MPOTUBOIIPABHOE IIOBEJIEHNE;
9. cozieprKaiasi HereH3ypHyI0 OpaHb;
10. cojiep:kaias nHGopMaIuio nopHorpaduyecKoro xapakrepa.

K undopmarun, pacnpocTpaHeHre KOTOPON OrpaHUYEHO Cpe/iu JileTel OnpeeIeHHOTO
BO3pacTa, OTHOCUTCA:

1. mHpOpMaIHs, IPE/CTaBIsAeMasl B BUIe N300pasKEeHUsI WJIN OIHCAHUS JKECTOKOCTH,
¢dusmyeckoro u (WIM) TICUXWUYECKOTO HACWJIHMs, MPECTYIUIEHUS WIA HHOTO
aHTHUOOIIECTBEHHOTO e CTBUA;
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2. BBI3BIBAIOIIAsA Yy JIeTEH CTpax, y»Kac WM TMaHUKY, B T.U. MPEJICTABJIsIeMas B BHJIE
M300pakeHusl WU OIMCAHUSA B YHIDKAIOIIEH 4YeJI0BeUeCKOe JIOCTOMHCTBO ¢dopme
HEHACUJIbCTBEHHOU CMePTH, 3a00JIeBaHMsA, CAMOYOHUCTBA, HECUACTHOTO CJIydasi, aBapHuu
JTH KaTacTpodbl U (MJIH) UX ITOCIIE/ICTBUH;

3. IpejicTaBysieMasi B BH/ie U300pakeHU WJIM ONUCAHUS ITOJIOBBIX OTHOIIEHUH MEXKIY
MY>KYUHOU U >KEHIITUHOH;

4. coZlep>kalinias OpaHHbIE CJI0BA U BBIpAKEHU A, He OTHOCAIIMecA K HelleH3ypHOI OpaHu.

C yuetroMm aToro Bam mpepararorcs mpaBusia paboThl B ceTu VIHTEpHET IS Pa3TUIHBIX
BO3DACTHBIX  KaTeropuil,  coOJIIOZleHue  KOTOPBIX  ITO3BOJIUT  ODECIeYHuTb
WH(POPMaAIMOHHYI0 6€30ITaCHOCTD BAIlIUX JIETEH.

OO01mue mpaBuIa AJIA poAUTE e

1. HesaBucumo oT Bo3pacTta pebeHKa WCIOJB3YUTE HPOTPAMMHOE ObecredyeHue,
romMoraroriee GUIBTPOBATh M KOHTPOJIHUPOBATh HHGOPMAIUIO, HO HE IOJIaralTech
IIOJTHOCTHIO HA Hero. Ballle BHUMaHMe K peOeHKY - TJITaBHBIH MEeTOJ] 3aIlIUTHI.

2. Ectu Baiir pebeHOK MeeT akKKayHT Ha OZHOM U3 cOIfiaIbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru wu T.m.), BHUMAaTe/JIbHO H3Y4YUTE, KaKyl0 HWHGPOPMAIHIO
IIOMEIAIOT €r0 YYaCTHHKH B CBOHX Npodmisx u Ojorax, Bxawdas dororpaduu u
BU/JIEO.

3. IIpoBephbTe, ¢ KaKUMH JIDyTHUMHU CalTaMU CBsI3aH COI[MAJIBHBIN cepBuUC Barero
pebenka. CrpaHuuku Barmero pebeHka MOryT OBITH 0Oe30MacHBIMH, HO MOTYT U
COZIEP?KATh CCHUIKU Ha He’KeJlaTeJIbHbIE U OlacHbIe CAUThI (HAallpUMep, IOPHOCAUT, WU
caliT, Ha KOTOPOM JIpyT yIIOMHHAeT HOMepP COTOBOTO TesjedoHa Barero pebeHka wiu
Barmm qomamaui aapec).

4. TloompsiiTe Bamux gereit coobmaTh 000 BCeM CTPAaHHOM HJIM OTTAJIKUBAIOIIEM U He
CJIMIIIKOM OCTPO pearupyuTe, KOTjla OHU 3TO JAeJaioT (M3-3a OnaceHusl MMOTEPATH JOCTYII
K VHTepHeTy JieTH He TOBOPAT POAUTENSAM O MHpobjeMax, a TaKKe MOTYT HayaTb
HCI0JIb30BaTh VIHTEpHET BHE I0OMA U IIKOJIBI).

5. Bynbre B Kypce ceTeBol »ku3Hu Barero pebenka. IHTepecyiTech, KTO UX JAPY3bs B
HuTepHeT Tak ke, KaK UHTEPECYeTECh PEAJIBHBIMU JIPY3bIMH.

Bospacr ot 7 10 8 Jer

B MnuTepHeTe pebeHOK cTapaeTcs IMOCETUTH T€ WJIM HMHBbIE CAUTHI, & BO3MOXKHO M YaThl,
paspellleHde Ha IOcCellleHHWe KOTOPBIX OH He MOJydus Obl OT poxuteseil. Ilostomy
POIUTENAM OCOOEHHO TIOJIe3HBI OYAyT Te OTYeThbl, KOTOPbIE IIPEIOCTABIISAIOTCS
IIporpaMMaMi II0 OTpPaHUYEHUIO HCIIOJIb30BaHUA VIHTepHeTa, T.e. Poauresnbckuil
KOHTPOJIb WJIM TO, UTO BBl CMOXKeTe yBUJIeTh BO BpeMeHHbIX (daiiysiax. B pesysbrarte, y
pebeHka He Oy/eT OUIYIIEHUs, YTO 32 HUM BeJIETCA MOCTOSHHBIA KOHTPOJIb, OHAKO,
poauTenn OyAyT MO-TPEXXHEMY 3HATh, KaKUe CAWTHI Moceljaer ux pebeHok. [letu B
JJAaHHOM BO3pacTe OO0JIa/IAI0T CWJIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUYUBBI U HE
COMHEBAKOTCA B aBTOpUTeTaX. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH 110
UHTEpHETY, HCHOJIB3YysS SJIEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CaThl W YaThl, HE
PEKOMeH/I0OBaHHbIE POAUTEAMH.

Cosetsl 10 6e30macHOCTH B ceTu IHTepHeT /714 JieTeil 7-8 et



1. Co3maiiTe CIUCOK JOMAITHUX IPABUJI HOCeIeHns VI HTepHeTa MPU y4acTUM JeTed 1
TpeOyiiTe ero BHITTOTHEHU .

2. TpebOyiite or Bamero pebGeHka coOIO/IEHHUST BPEMEHHBIX HOPM HaXOXKAEHHS 3a
KoMmblOTeEpOM. [lokakure pebeHKy, uTo Bbl HaO/0/1aeTe 32 HUM He IMOTOMY UTO Bam
3TO XOUEeTCs, a IOTOMY 4YTO Bbl GecriokouTech 0 ero 6e30MacHOCTH U BCer/ia TOTOBBI €My
IIOMOYb.

3. Komnbpiotep ¢ noakioueHueM K MIHTepHETY JIO/I?KEH HaXOAUTHCS B OOIel KOMHATe
10/, IPUCMOTPOM pPOJIUTETIE.

4. HCHOHBSYﬁTe CliequaJIbHbIE€ JE€TCKHE IIOMCKOBbIE€ MAIIIMHEI.

5. Mcnonb3yiiTe cpesicTBa 0JI0KUPOBAHUSA HeXKeJlaTeJIbHOT'O KOHTEeHTA KaK JIOTOJIHEHUe
K CTaHJapTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. CospaiiTe ceMeHHBIN SJIEKTPOHHBIN SIUK, YTOOBI HE IO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. BJIOKPIpyfITe AOCTYII K caritaM ¢ OecIIaTHBIMU HOYTOBBIMU AIMMUKaMKX C IIOMOIIIbIO
COOTBETCTBYIOIIETO IIPOT'PAaMMHOTI'O obecreuyeHus.

8. IlpuyuuTe JieTeli cOBETOBAaThCA C Bamu 1epesn OMyOJIMKOBAaHUEM KAaKOU-JIHOO
nH(pOpPMAIIMU CPEACTBAMU 3JIEKTPOHHOH IIOYTHI, YaTOB, PETHCTPAIIMOHHBIX (OpM Hu
npodueH.

9. Hayuurte nereii He 3arpyxaTh Gaisibpl, MPOrpaMMbl WM My3bIKy 0O€3 Balllero
COTJIACHS.

10. He paspemai/’ITe AeTAM HCII0JIb30BaTb C)Iy}K6I)I MT'HOBEHHOI'O OOMeHa COO6H.I€HI/IHMI/I.

11. B "GespIit" CIIMCOK CalTOB, pa3pelleHHbIX JJIs IOCEIeH! I, BHOCUTE TOJIBKO CAUTHI C
XOPOIIeN pemyTamuen.

12. He 3a0pIBaliTe OecesioBaTh C IEThbMU 00 UX JIPY3bsAX B MIHTepHETE, KaK ecyiu Obl peub
IIJ1a O JIPY3bIX B PEATbHOM KU3HU.

13. He zenatite "Taby" u3 BOIPOCOB MOJIOBOH JKU3HU, TaK Kak B MIHTepHeTe AeTH MOTYT
JIETKO HAaTKHYThCS HA TOPHOTPAdHUIO0 UJIU CAUTHI "71 B3POCIIBIX .

14. Ilpuyuyure Bamrero pebeHka cooOmaTh BaM O JIIOOBIX Yrpo3axX WJIM TPEBOTAX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBaliTeCh CIOKOMHBIMU U HAIIOMHHUTE JIETSIM, UTO OHU B
0e30IIacHOCTH, €CJIM CaMM paccKasajd BaM O CBOUX TpeBoraxX. [loxBaiuTe ux u
ITOCOBETYUTE MOOUTH ellle Pa3 B MOJA00HBIX CIyYasiX.

Boaspacr gereli oT 9 10 12 JieT

B nanHOM BO3pacTe JieTH, KaK MPaBUJIO, Y?Ke HACJBIIIAHBI O TOM, Kakasd UHGpoOpMaIus
cyuiectByer B VHTepHeTe. COBeplIEeHHO HOPMAaJIbHO, YTO OHU XOTAT 3TO YBUJETb,
IIpOYeCThb, YCABbIMIATh. IIpU 3TOM HYXHO IMOMHUTB, YTO JOCTYIl K HeXeJaTeJIbHbIM
MarepuajaM MOXKHO JIETKO 3a0JIOKMPOBATh HPHU IOMOIIM CPEJCTB PoauTeabckoro
KOHTPOJIA.

CoBeThlI 110 0€30IMaCHOCTH JIJIAA JIETEU OT 9 10 12 JIeT



1. Co3paiiTe CIMCOK JIOMAITHUX IMPaBUJI IOCEIeHusT VIHTepHET MpU yJacTUH JIeTEH U
TpeOyiiTe ero BHITTOTHEHU .

2. TpeOyiiTe ot Bamrero pebeHka co0II0/IEHUS HOPM HAX0XKAEHUS 32 KOMITBIOTEPOM.

3. HabGiromatiTe 3a pebeHKOM IMPU paboTe 3a KOMIBIOTEPOM, ITOKAXKUTE €My, YTO BbI
OEeCIIOKOUTECH O €ro 0E30IIaCHOCTH U BCET/Ia TOTOBBI OKA3aTh €My ITOMOIIIb.

4. KommbioTep ¢ nmogkiatoueHrneM B MIHTepHET JI0KeH HaXOAUThCA B 0OIIEel KOMHAaTe
10/, IPUCMOTPOM pPOJIUTETIEM.

5. cnosb3yiiTe cpezicTBa 0JI0KUPOBAHUSA HeXKeIaTeJbHOTO KOHTEeHTA KaK JIOIOJIHEHUe
K CTaH/apTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. He 3abpiBaiiTe NpPUHUMATH HENOCPEACTBEHHOE ydJacTHe B JKU3HU pebeHka,
OecestoBaTh C eThbMU 00 UX APYy3bsix B VIHTEpHeTE.

7. HacrauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIAIIAJINCH HA JIMYHBIE BCTPEUH C APY3bsIMU
1o arepHery.

8. Tlo3BosisiiTEe JIETAM B3aXOJUTh TOJBKO Ha CaWThl U3 "0OeJIoro" CIMCKa, KOTOPBIN
Cco3ZlaliTe BMECTe C HUMH.

9. Ilpuyuute pAeTell HUKOIZa He BbIJIaBaTh JUYHYI0O HWHQAOPMAIUIO CpPeJCTBaMU
AJIEKTPOHHOM IIOYTHI, YaTOB, CHCTeM MI'HOBEHHOro oOMeHa COOOIIEeHUSIMHU,
perucTpanuoHHbIX (GHOpM, JUUYHBIX NpodUIell U NPU PETUCTPAIUM HA KOHKYPCHI B
HNuTepHerTe.

10. [IpuyunTe neteil He 3arpy»kath IporpamMMmbl 0e3 Barero paspemienus. OObsICHUTE
UM, YTO OHH MOTYT CJIy4YaliHO B3arpy3uThb BHUPYChl WJIH JPyroe HeKeaaTeJIbHOe
IIporpaMMHOe obecIieueHue.

11. Cospatite Bamemy peOeHKYy OrpaHHMYEHHYIO0 YUYEeTHYI0 3aluch JUIsi paboThl Ha
KOMIIBIOTEPE.

12. IIpuyuure Bamrero pebeHka cooOmIaTh BaM O JIOOBIX Yrpo3axX WJIM TPEBOTaX,
cBsA3aHHBIX ¢ VlHTepHeTOM. HamoMHUTE AETAM, YTO OHH B 6€30IAaCHOCTH, €CJIU CAMHU
paccKasaii BaM O CBOMX TPEBOTaX U OTIACEHUSX.

13. Pacckaxkute fgetsam o nopHorpaduu B UHTEepHeTE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JEeTH IIPENOCTAB/ISLIA BaM JOCTYII K CBOEH
3JIEKTPOHHOU IOYTE, YTOOBI BbI yOEIHJINCh, UYTO OHU He OOIIAI0TCS C HE3HAKOMIIAMH.

15. OObsAcCHUTE JEeTAM, UTO HEJb3S UCIOJIb30BaTh CEeTh JJIA XyJUTAHCTBA,
pacIpocTpaHeHus CIUIETEH UIH YTPO3.

Boaspacr aeretli ot 13 10 17 JieT

B sTOM BO3pacTe MOJIPOCTKU aKTHUBHO HCIIOJIB3YIOT ITOKMCKOBbIE MAIIWHBI, OJIb3YIOTCS
BJIEKTPOHHOU TOYTOH, CJIy:k0aMU MTHOBEHHOTO OOMEHA COOOIIEHUSMH, CKAYUBAIOT
My3BIKy U GuiabMbl. MajpuukamM B 3TOM Bo3pacre 0o0Jibllle IO HPaBy CMeTaTh BCe
OTPAaHUYEHU s, OHH KAKAYT IpyOOro I0Mopa, a3apTHBIX UT'P, KAPTHUHOK "7 B3POCJIBIX .
JleBOUKU TpeAnouYuTaoT o0IaThcsi B 4YaTax, OPU 5TOM OHH Topaszio 0OoJiee
YYBCTBUTEJILHBI K CEKCYaJIbHBIM JJOMOTATeIbCTBAM B IHTEpHeTe.



3ayacTyo B JaHHOM BO3pacTe POJIUTEJISAM yKe BeChbMa CJIOXKHO KOHTPOJIUPOBATh CBOUX
ZeTel, Tak Kak 00 VIHTepHeTe OHM y»Ke 3HAIOT 3HAUUTEJIHHO OOJIbIIIE CBOUX POJUTEIIEM.
Tem He MeHee, He OTIIyCKaliTe AeTell B '"cBOOO/HOe IIaBaHme" 1O VIHTEpHeTY.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00IleHNU pebeHKa B VIHTEpHeTe.

BaxkHo mo-mpexxHeMy cTporo coOioaTh mpaBmiia VHTepHeT-06e30macHocTH -
COTJIAIIIEHNE MEXKIY POAUTENSIMHU U JeTbMH. Kpome TOro, HeEOOXOIMMO KaK MOKHO
yarre IpocMaTPUBaTh OTYETHI O JesTeIbHOCTU JleTeli B MIHTepHeTte. CieyeT oOpaTuTh
BHUMAaHUE Ha HEOOXOAUMOCTb COJIEPKAHUSA POJAUTENIbCKUX I1apoJiedl (mmaposen
aIMIHUCTPATOPOB) B CTPOTOM CEKpeTe W O0paTUTh BHUMAaHHE HA CTPOTOCTh 3THX
IapoJien.

CogeTbl 110 0O€30IIACHOCTH B 3TOM BO3pacTe OT 13 710 17 JIeT

1. Co3paiiTe CHHUCOK [OMAITHUX IIPAaBUJI TOCemleHUus1 VHTepHETa IpU YYaCTUU
MIOZPOCTKOB U TpeOyiTe 0e3yCJIOBHOTO €ero BBINIOTHEeHUs. OOroBopure ¢ pebeHKOM
CIIMCOK 3allpemieHHbIXx caiiToB ("dyepHbIll cmucok"), uyacel pabotel B IHTepHeTe,
PYKOBOJICTBO 110 O0ITIeHHI0 B IHTEpHETE (B TOM YHCJIE B YaTax).

2. KOMHI)IOTep C INIOAKJJIIOYEHHUEM K CETH I/IHTepHeT AOJIZKEH HaAaXOAUTLCA B O6III€fI
KOMHarte.

3. He 3a0b1BaiiTe OecezoBath C eThbMH 00 UX APYy3bsX B VIHTEpHETE, O TOM, UeM OHHU
3aHATHI TAKUM 00pa3oM, OyATO pedb HUIET O APY3bIX B peaTbHOU ku3HU. CripaluBanTe
0 JIIOJAX, ¢ KOTOPBIMHU JIETH OOINAIOTCS IOCPEJCTBOM CJIY:KO MTHOBEHHOTO OOMeHa
COODIIIEeHUAMU, UTOOBI YOETUTHCS, UTO 3TU JIIOAU UM 3HAKOMBI.

4. HCHOHBSYﬁTe CpeAacCTBa 6)IOKI/IpOBaHI/IH HeXeJlaTeJIbHOT'O KOHTEHTAa KaK AOIIO/THEHHE
K CTaHJapTHOMY POHI/ITEJII)CKOMY KOHTPOJIIO.

5. Heobxomumo B3HaTh, KaKMMH 4YaTaMH IOJIb3YIOTcA Bammu getu. Iloompsiite
HCIIOJIb30BaHUE MOJIEPHPYEMBIX YaTOB M HacTawMBalTe, UTOOBI JIETH He OOIIaINCh B
IIPUBATHOM PEXKHME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETH HUKOTZA HE BCTPEUAIUCH JIUYHO C JIPY3bsIMU U3
cetu IHTEepHeT.

7. llpuyuure perell He BBAABAaTh CBOIO JIMUHYIO HWHGOpMALUIO CpeicTBaMU
DJIEKTPOHHOU TIOYTHI, YATOB, CHCTEM MIHOBEHHOTO OOMEHa COOOIIEeHUAMU,
pervcTpanuoHHbIX GOpPM, JIMYHBIX Npodusaell U MPU PerucTpanuyl Ha KOHKYPCHI B
HNHuTepHere.

8. IlpuyunTe nereil He 3arpykarhb mporpaMMbl 6e3 Barmero paspemenus. O0bscHUTE
UM, YTO OHH MOTYT CJy9allHO 3arpy3uTb BHPYChl WJIU JPYrOoe HEXKeJIaTETbHOE
IPOTPAMMHOE 0O€ecIieueHue.

9. Ilpuyuutre Bamero pebeHka cooOIIaTh BaM O JIFOOBIX Yrpo3ax WJIHU TPEBOrax,
cBsA3aHHBIX ¢ IHTepHeTOM. HamoMHUTE 71€TAM, YTO OHM B 0E30MACHOCTH, €CIU CaMU
pacckazajii BaM, O CBOMX Yrpo3ax WM TpeBorax. IloxBajiure MX U IOCOBETYITe
MIO/IOWTH eIlle Pa3 B MMOA00HBIX CITyYasiX.

10. Pacckaxure zeraiMm o nopHorpaguu B MHTepHeTe. IToMorute MM 3aliUTUTBCA OT
ctama. Hayuwure mnoapocTkoB He BblJaBaTb B LIHTepHeTe CBOEro peajbHOro
9JIEKTPOHHOI'O aj/ipeca, He OTBeYaTh Ha He)KesaTeJbHble IIMCbMa U HCIIOJIb30BaTh
cIernajbHble IOYTOBbIE (DUIIBTPHI.



11. [IpuyunTe ce6s1 3HAKOMUTHCS C CAUTAMU, KOTOPBIE ITOCEMIAIOT TOAPOCTKHU.

12. HayuwuTe fieTeli yBaKaTh JIpyTUX B HHTEpHETE. YOeAUTeCh, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIETO MOBEIEHUS IEUCTBYIOT Be3/ie - Ja’Ke B BUPTYyaJIbHOM MHPE.

13. OOBsicHUTE JeTsM, UYTO HU B KOEM CJIydae HeJIb3s HCIO0Jb30BaTh CeTh IA
XYJIMTAHCTBA, PACIIPOCTPAHEHM S CIUIETEH WJIN YTPO3 JIPYTUM JIIO/ISAM.

14. OGcyauTe ¢ MOAPOCTKAMH IMPOOJIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIU
puck. HanmomHuTe, 4TO /IeTH HEe MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosIHHO KOHTpOJIUPYHTE HcIob3oBaHue MHTepHera Bamum pebGenkom! Ato He
HapyllleHUe ero JIMYHOTO IPOCTPAHCTBAa, a Mepa MPeJOCTOPOKHOCTA U TMPOsSIBIEHUE
Barreit poguTeIbCKONM OTBETCTBEHHOCTH U 3a00THI.
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